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× The renewed interest of stakeholders in multi-
lateral weapons control in the security and 
disarmament implications of developments in 
science and technology (S&T) provides an 
opportunity for critical reflection on and politi-
cal action aimed at realizing the vision for sus-
tainable security outlined by the UN Secre-
tary-General in his Agenda for Disarmament.

×  To make substantive progress, greater  
attention must be paid to the evolving narra-
tive, underpinning beliefs and assumptions 
regarding S&T in the context of disarmament. 
The dominant narrative about S&T currently 
developing in that context suffers from some 
weaknesses:

―  It unquestioningly reproduces the belief in 
the progressive and beneficent character of 
technological change and is technologically 
deterministic.

―   It masks diverse and competing understand-
ings of the role played by new weapons and 
military applications of developments in  
S&T in attaining security and disarmament 
objectives.

―   It fails to engage earnestly with the drivers of 
the accelerating pace of S&T developments 
relevant to disarmament and understates the 
political importance of the ethical questioning 
of weapons development.

―  It portrays the process of innovation as an 
inescapable, ungovernable force, disempow-
ering stakeholders in weapons control and 
limiting the scope for meaningful political  
action in favour of disarmament.

SUMMARY

―   It risks distracting from addressing the under-
lying causes of stagnation in disarmament, 
perpetuating structural problems and  
entrenching escalating scientific-technological 
rationales for violence.

×  In the past, UN Member States viewed the 
‘the qualitative improvement of armaments’  
as a threat to peace and disarmament.  
This paper encourages stakeholders in multi-
lateral weapons control to reconnect with this 
position and envision a technological future 
that accords with the ideals articulated in 
Agenda 2030, the Universal Declaration of 
Human Rights and the Secretary-General’s 
Agenda for Disarmament. It invites them to:

―   critique technology, question proposed  
visions of future war and future technologies’ 
role in organized violence and deliberate  
what common goods innovation in S&T  
should realize;

―   deliberate not only the potential uses and 
abuses of emerging weapons technologies, 
but also whether they should be introduced in 
the first place;

―   recognize that the promotion of responsible 
innovation is no substitute for political action, 
laws and policies and acknowledge that what 
is ethical remains open to ongoing debate;

―   promote processes and institutions conducive 
to iterative, adaptive and sustained political 
engagement with S&T developments and 
involve diverse knowledgeable people in the 
deliberations.
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The continuous process of development in  
science and technology (S&T) has implications 
for the emergence of new practices and technol-
ogies of armed violence, including new weapons. 
Emerging weapons technologies have implica-
tions for human wellbeing, peace, security and 
environmental protection, and provoke questions 
regarding the adequacy of existing legal frame-
works and institutional arrangements for weap-
ons control. As such, they are of considerable 
significance to the international community.

Over recent years, the security and disarmament 
implications of developments in S&T have 
attracted renewed attention in multilateral disar-
mament and arms control circles. The UN Gener-
al Assembly has underlined ‘the keen interest  
of the international community to keep abreast 
of the latest developments in science and tech-
nology of relevance to international security and 
disarmament and to channel scientific and tech-
nological developments for beneficial purposes’.1 

It also mandated the UN Secretary-General to 
report on current developments in S&T and  
their potential impact on international security 
and disarmament efforts. That report was pub-
lished in July 20182 and key aspects of it are 
discussed below.

The Secretary-General’s report and other recent 
UN documents on S&T, as well as statements 
and submissions by UN Member States, reflect  
a widely shared framing of innovation in S&T as 
being potentially both beneficial and detrimental 
to disarmament and security. Such texts also 
reflect broad agreement on a number of  

INTRODUCTION

concerns about current developments in S&T  
of relevance to disarmament, including anxiety 
that they risk ‘outpacing, and in some cases … 
sidelining, norm development’.3 However, multi-
lateral efforts aimed at addressing these con-
cerns have, in practice, met with significant con-
ceptual and political challenges. Beyond calls for 
the international community to ‘remain vigilant 
in understanding new and emerging weapon 
technologies that could imperil the security of 
future generations’,4 it remains unclear, as yet, 
how implications of S&T developments should 
be assessed, threats averted and benefits real-
ized through disarmament and wider weapons 
control efforts.

This paper argues that if substantive progress is 
to be made, greater attention needs to be paid 
to the evolving narrative and underpinning 
beliefs and assumptions regarding S&T in the 
context of disarmament. Within the framework of 
its project on ‘science, technology and weapon-
ization’, aimed at fostering a better understand-
ing of S&T developments relevant to the interna-
tional control of conventional weapons, Article 
36 has produced issue briefs highlighting con-
cerns that may be raised in relation to acoustic 
weapons, directed energy weapons, hypersonic 
weapons, nanoweapons and swarms.5 Building 
on these briefs and on preliminary remarks pub-
lished in November 2017, this paper aims to 
promote critical reflection on the representation 
of S&T developments in the context of disarma-
ment and the implications of that representation 
for multilateral weapons control.
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Based on an analysis of selected recent texts on 
S&T in the context of international security and 
disarmament, this paper invites stakeholders in 
multilateral weapons control – representatives of 
states, UN agencies, as well as civil society 
actors like Article 36, and others – to take a 
closer look at how they make sense of S&T 
developments in the context of disarmament 
and related governance initiatives. Specifically, 
questions are raised about what is or is not iden-
tified as problematic in relation to S&T develop-
ments and what space is created for political 
action. The paper encourages stakeholders to 
envision a technological future that accords  
with the ideals articulated in Agenda 2030, the 
Universal Declaration of Human Rights and the 
Secretary-General’s Agenda for Disarmament. 
The goal is to stimulate collective exploration of 
ways and means to make that future a reality 
through shared practice.
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‘IT IS THE BUSINESS OF THE  
FUTURE TO BE DANGEROUS;  
AND IT IS AMONG THE MERITS  
OF SCIENCE THAT IT EQUIPS THE  
FUTURE FOR ITS DUTIES.’6

WHAT ROLE FOR S&T 
IN THE CONTEXT OF  
DISARMAMENT?

In a resolution spearheaded by India and adopt-
ed without a vote in 2017, UN Member States 
underlined their keen interest ‘to keep abreast of 
the latest developments in science and technolo-
gy of relevance to international security and dis-
armament and to channel scientific and techno-
logical developments for beneficial purposes’.7 
Referencing ongoing discussions on develop-
ments in S&T in specialized UN agencies and 
disarmament fora, such as the Biological  
Weapons Convention, they expressed the view 
that ‘the accelerating pace of technological 
change necessitates a system-wide assessment’ 
of the potential impact of S&T developments  
on international security and disarmament.8  
The member states also requested that the  
UN Secretary-General report on current develop-
ments in S&T and their potential impact on  
international security and disarmament efforts, 
a report published in 2018.9

The Secretary-General’s 2018 report heralds 
S&T as, throughout history, ‘overwhelmingly … 
forces for good in society’.10 At the same time, it 
highlights that ‘[n]ew weapon technologies pose 
possible challenges to existing legal, humanitari-
an and ethical norms; non-proliferation; interna-
tional stability; and peace and security’, and 
raises concern that ‘developments in science 
and technology of relevance to security and  

disarmament are outpacing, and in some cases 
risk sidelining, norm development’.11 

The report provides an overview of S&T develop-
ments in relation to ‘the means and methods of 
warfare’ with a focus on ‘applications that could 
feasibly be fielded within the next five years’. It 
covers the areas of artificial intelligence and 
autonomous systems, biology and chemistry, 
advanced missile and missile-defence technolo-
gies, space-based technologies, electromagnetic 
technologies and materials technologies. It also 
identifies a variety of more general trends with 

‘potential military applications and associated 
consequences for the waging of armed conflicts, 
and possibly peace and security more broadly’. 
These include a return to arms-race dynamics in 
the strategic sphere, growing interdependence 
between the civilian and military realms, an 
accelerated pace of technological development 
and the challenge of ensuring that normative 
efforts keep pace with them.

The account of S&T presented in the report 
appears to be shared by most member states,  
at least on the face of it. A follow-on resolution 
adopted without a vote in 2018 mandates the 
Secretary-General to submit an updated report 
that includes views of additional UN Member 
States.12 This creates an opportunity for  
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sustained engagement with the theme of S&T  
developments in the context of international 
security and disarmament. In light of this, stake-
holders in the debate should pay close attention 
to the type of story about S&T that is being spun 
in the context of disarmament, not only because 
narratives are revealing of prevailing beliefs and 
attitudes, but also because they shape future 
policy-making by opening up or foreclosing space 
for political action.

The Secretary-General’s 2018 report and  
UN Member States’ responses to it provide  
interesting insights into this evolving narrative. 
Comparing these texts to previous articulations 
of S&T issues in the UN disarmament context,  
as well as texts on S&T situated in other policy 
spaces within the UN system highlights different 
ways of framing issues of S&T, of identifying 
challenges and devising policy responses.13  
It also indicates possible blind spots and limita-
tions of the narrative now developing in the  
context of disarmament.14
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CHALLENGING S&T  
IN THE CONTEXT OF  
DISARMAMENT

 
‘[T]HERE IS ABSOLUTELY NO  
INEVITABILITY AS LONG AS  
THERE IS A WILLINGNESS  
TO CONTEMPLATE WHAT IS  
HAPPENING’.15

The Secretary-General’s normative assumption 
that S&T are overwhelmingly forces for good in 
society16 is also reflected in his Agenda for Disar-
mament, launched in May 2018, which credits 
technological progress with having ‘increased 
global wealth, trade and prosperity, improving 
living conditions in many parts of the world’.17 

The belief in the progressive and beneficent 
character of technological change echoes the 
Secretary-General’s Strategy on New Technolo-
gies18 and initiatives in other policy spaces within 
the UN, such as Science, Technology and Innova-
tion (STI) roadmaps to support the implementa-
tion of the Sustainable Development Goals 
(SDGs)19 and the International Telecommunica-
tion Union’s AI for Good conference series.20

In contrast to these initiatives, however, the cen-
tral focus in the context of international security 
and disarmament is on ‘possible security impli-
cations’21 of S&T developments. Such implica-
tions take the form of ‘challenges’, ‘unclear or 
potential dangerous applications’ or ‘foreseeable 
risks’, as well as ‘beneficial applications’ and 

‘application for peaceful purposes’.22 The Secre-
tary-General’s report and related texts tend to 
present S&T developments themselves as val-
ue-free and politically neutral, underlining that 

‘scientific and technological developments can 
have both civilian and military applications’ and 
stressing the risk of ‘misuse’.

Accordingly, recent UN General Assembly resolu-
tions call for S&T developments to be ‘chan-
nel[led] … for beneficial purposes’, for the 
exchange of technologies ‘for peaceful uses’ to 
be promoted and for progress in S&T ‘for civilian 
applications’ to be maintained and encouraged.23 
There is no equivalent call for the promotion of 

‘military applications’ of S&T, which suggests that 
such research and development is not viewed 
with quite the same enthusiasm. This does not 
mean, however, that the development of new 
weapons is identified as a problem. The texts in 
question do not explicitly discourage the promo-
tion of military applications of advances in S&T. 
Nor do they address how ‘channeling’ of S&T for 



ARTICLE 36

14

beneficial purposes is to be achieved in a situa-
tion characterized as one of ‘growing interdepen-
dence between the civilian and military realms’. 
The Secretary-General has even stated that  

‘[t]he accelerating development of new weapon 
technologies is not bad per se.’ 24

What counts as a ‘beneficial purpose’ or a ‘bene-
ficial application’ is, of course, open to different 
interpretations, including:

×  Applications that directly support practices of 
disarmament, non-proliferation or arms con-
trol, notably in terms of detection (e.g. 
enhanced early-warning and investigative 
capabilities), verification, response to weap-
ons use (e.g. treatment of disease) and col-
laborative research in furtherance of such 
innovations are commonly assigned to the 
category of beneficial applications.25

×  In the military domain, in contrast, benefits 
from innovation are primarily, if often tacitly, 
equated with greater military effectiveness in 
the sense of tactical or operational combat 
efficiency26 (and, at times, with cost-cutting27). 
Military applications of S&T that create bene-
fits in this sense can stand in tension with 
international security and disarmament objec-
tives.

×  To complicate matters further, states not infre-
quently laud new weapons and military appli-
cations for their security benefits in terms of, 
e.g., support to human decision-making in the 
use of force and allowing ‘more precise and 
efficient deployment of force with a view to 
avoiding or minimizing incidental harm to civil-
ians and civilian objects’.28 Claims that new 
weapons result in reduced civilian harm or 
enhanced protection of other common goods 
hold the promise that military applications of 
S&T are beneficial in terms of human and 
international (collective) security as well as 

‘humanitarian disarmament’.29 From this per-
spective, why should the application of S&T 
for military purposes and new weapons not 
be encouraged?

Whether military applications of S&T develop-
ments and weapons development is seen as a 
problem also depends on the weapons control 
context. The contribution of S&T to the ‘refine-
ment’ of weapons is considered a challenge to 
the control of biological and chemical weapons 

– applications comprehensively prohibited and 
widely held to be beyond the pale. ‘Moderniza-
tion’ is also a key point of contention in policy 
debates about nuclear weapons whose legitima-
cy is fiercely contested.30 But ongoing weapons 
development is not viewed with equal skepticism 
when weapons control is framed in terms of 

‘destabilizing accumulation’, ‘transparency of mili-
tary expenditures’, ‘unregulated flow’, ‘prolifera-
tion’ or ‘misuse’ of conventional weapons. 

Finally, attitudes towards weapons development 
vary among states. In relation to emerging weap-
ons technologies, Nepal, for example, has stated 
that the ‘weaponization’ of new technology, such 
as drones and 3D printers, must be prevented 
because it poses a ‘serious threat to humanity’.31 

But Switzerland’s position probably better 
reflects the dominant view at present: whilst cau-
tioning against the emergence of ‘attractive new 
types of weapons’ which could ‘endanger … 
existing prohibitions or restrictions’, Switzerland 
stresses that responses should not ‘hamper … 
legitimate military development and use’.32 
 
The rewards of advances in S&T are not equally 
shared among states (and members of societ-
ies). This has long been recognized within the 
UN33 and may account for different attitudes 
towards weapons development. Yet, aside from 
recalling the ‘rights of States … regarding the 
development, production, transfer and use of 
technologies for peaceful purpose’34 (respective-
ly, the ‘need to continue the exchange of technol-
ogies for peaceful uses’35), recent resolutions on 
S&T in the context of disarmament do not 
address the implications of these structural 
inequalities for international security, peace and 
disarmament.

The refusal to characterize the application of 
advances in S&T for the development of new 
weapons as straightforwardly problematic has to 
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do with the entanglement of such developments 
with a wider S&T progress narrative. In the con-
text of international security and disarmament, 
recent texts addressing new technologies tend to 
invoke improvements in ‘our daily lives’ in areas 
such as healthcare, communications or industri-
al production, to convey the beneficial possibili-
ties on offer.36 In such accounts of S&T, technol-
ogies of violence are entwined with technologies 
of social progress. Potentially detrimental impli-
cations for international security and disarma-
ment are juxtaposed with a much wider array of 
potential societal benefits. This representation 
has a built-in bias in favour of the continued pur-
suit of S&T developments construed widely, com-
pared to potential (and actual) risks narrowly 
conceived.37 It makes questioning the value of 
S&T development difficult and facilitates the por-
trayal of efforts to address security or disarma-
ment concerns as imperiling social progress.  
As we are dealing with technologies implicated  
in organized violence where some harmful con-
sequences are clearly intended, this should give 
us pause.38

Notably, past UN accounts reflect a different  
attitude towards weapons development and mili-
tary applications of scientific advances. In the 
1978 outcome document of the First Special 
Session of the General Assembly on Disarma-
ment (SSOD-I), UN Member States recognized 
that ‘the competition for qualitative refinement 
of weapons of all kinds, to which scientific 
resources and technological advances are  
diverted, pose incalculable threats to peace’.39 
They acknowledged that efforts aimed at ‘the 
limitation and cessation of the qualitative 
improvement of armaments, especially weapons 
of mass destruction and the development of new 
means of warfare’ are needed to halt the arms 
race and promote disarmament.40 A decade later, 
in 1988, a UN General Assembly resolution high-
lighted ‘concern [about] the existing potential in 
technological advances for application to military 
purposes’ and recognized that ‘such develop-
ments will have a negative impact on the securi-
ty environment while causing a major setback to 
disarmament efforts’.41 At that time, UN Member 
States stressed ‘the importance of … ensuring 

that scientific and technological developments 
are not exploited for military purposes but har-
nessed for the common benefit of mankind’.42  
A 1990 report by the UN Secretary-General,  
published in a radically changed security environ-
ment, still noted ‘overriding anxiety’ that ‘modern 
technological advances may be hindering rather 
than helping the pursuit of international security’, 
specifically, through the ‘qualitative moderniza-
tion’ of nuclear and conventional weapons  
bringing ‘dramatic increases in their range,  
accuracy and lethality’, as well as the develop-
ment of novel weapons.43

Varying attitudes towards military applications of 
S&T developments speak to a key question in 
any debate on S&T: ‘which forms of innovation, 
by virtue of their character, products or intended 
use, should be off limits?’44 In the context of 
international security and disarmament, this 
question is bound up with differing and at times 
competing visions of security that progress in 
S&T is meant to bring about, shifts in states’ 
understanding of the role of S&T in the practices 
of organized violence, different norms and 
values embedded in and expressed through 
technologies, as well as changes in the process-
es of innovation and evolving configurations 
among science, technology, society, the market, 
the state and the international order.45

Some of these shifts are apparent in the UN 
Secretary-General’s report published in 1994, 
entitled ‘Scientific and Technological Develop-
ments and their Impact on International Securi-
ty’.46 It describes technological change as being 
driven mainly by an economic agenda, with  
companies and government agencies being 
identified as the ‘prime players in the defence 
industry’.47 Arguing that national security is 

‘becoming as dependent upon economic power 
as it had been on military strength’, the report 
considered that the stakes are high for all states 

‘to master or acquire technologies that will give 
them a competitive edge’.48 The report raised 
concern that this market orientation of techno-
logical development creates ‘major obstacles to 
developing new technologies for national securi-
ty’49 and that national economies, therefore, 
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have to face the ‘crucial task’ of ‘integrat[ing] 
their defence and commercial industrial sec-
tors’.50 In spite of its title, the 1994 report con-
ceived of security exclusively in terms of a 
national, militaristic and market-driven quest for 
a ‘competitive edge’ and did not address the 
implications of such an approach for interna-
tional (collective) security, let alone disarma-
ment or peace.

Today, a number of structurally empowered 
states still see technological dominance as a key 
source of national security. This is, for example, 
a central theme in the United States’ 2018 
National Security Strategy (as well as in the strat-
egies of previous administrations), in which the 
US Government commits to maintain and renew 
its ‘competitive advantage’ by ‘prioritiz[ing] 
emerging technologies critical to economic 
growth and security’,51 and identifies other states’ 
access to such technologies as a threat to the 
US.52 At the inter-state level, such a zero-sum 
outlook on international relations can be expect-
ed to sustain and even accelerate weapons 
development and applications of S&T for military 
purposes due to offence-defence dynamics  
and security dilemmas,53 as well as through 
uncritical emulation by structurally less-empow-
ered states.54 

Not coincidently, recent years have seen a return 
to arms-race dynamics and growing resistance 
to multilateral, cooperative approaches to 
addressing international security and disarma-
ment challenges. Whereas, to many states, it 
may be increasingly apparent that the route to 
national security is a more global approach to 
the management of technology, state-centric 
conceptions of security are, arguably, still at the 
centre of current approaches to global security.55 

This bears the risk that assessments of S&T 
developments at the multilateral level ‘uncritical-
ly reproduce, rather than challenge, insecurities 
which are generated by state-level competition 
dynamics’.56

The narrative about S&T under development in 
the context of disarmament pays little attention 
to how and why states and other actors choose 

THERE IS A REAL RISK THAT  
ESCALATING SCIENTIFIC- 
TECHNOLOGICAL RATIONALES FOR 
VIOLENCE WILL BE PERPETUATED 
AND EVEN AMPLIFIED, RATHER  
THAN CHALLENGED BY MULTILAT-
ERAL WORK ON S&T IN THE  
CONTEXT OF DISARMAMENT.

to pursue military applications of S&T innova-
tions and create new weapons, or to how these 
conditions might be changed. It should be clear, 
however, that a national security perspective 
relying on technological dominance will privilege 
different policy responses compared to a disar-
mament-oriented one. Drawing on a vision of 
future war or a scenario of a particular future 
weapon, national defence rationales point to the 
need to redouble and speed up weapons devel-
opments. For example, developments towards 
increasingly autonomous weapons systems and 
swarms of (weaponized) autonomous systems 
appear to drive each other. Both are justified by 
reference to the increasing speed of warfare, 
whilst driving that acceleration.57

A disarmament approach lends itself better to 
problematizing not only particular emerging 
weapons technologies, but the underpinning 
logic of weapons development and its implica-
tions for collective and human security. It allows 
ethical questions about the development of new 
technologies of violence to be moved back into 
the centre of the debate and opens up space  
for multilateral, political action.58 Without this, 
there is a real risk that escalating scientific-tech-
nological rationales for violence will be perpetu-
ated and even amplified, rather than challenged 
by multilateral work on S&T in the context of  
disarmament.59
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QUESTIONS FOR STAKEHOLDERS

×  When S&T are said to bring about the prog-
ress of humanity, what does this mean for 
new weapons and military technologies?

×  What goals, interests and values are being 
served by new weapons and military applica-
tions of S&T? Whose goals, interests and 
values are these? Are they universally shared? 
How do things look through a gender-lens  
and from different vantage points around  
the globe?

× How does the evolving narrative about S&T in 
the context of disarmament differ from S&T 
narratives in other policy spaces within the 
UN system (e.g. sustainable development)? 
How is technology understood in relation to 
the social and the political? How are military 
applications of S&T viewed?  63 How can a 
more critically reflexive practice be fostered in 
the context of disarmament?

With UN Member States calling for a coherent 
and comprehensive approach to S&T and the 
Secretary-General envisioning S&T develop-
ments to advance international security and dis-
armament in a manner that promotes sustain-
able development and accords with human 
rights,60 urgent questions arise for stakeholders 
in weapons control regarding the meaning given 
to S&T, the framing of the problems to be 
addressed and the articulation of a vision for the 
future. If the ‘disarmament community’ is to 

×  What conception of the public good should 
multilateral work on S&T in the context of  
disarmament serve? What are the benefits 
that advances in S&T should produce for  
disarmament?

× On what grounds should a development in 
S&T be deemed a challenge or threat to inter-
national security or disarmament? Is there a 
common understanding about this? How can 
space be created for the articulation of differ-
ent visions and deliberation be promoted?

×  How do visions of the future operate in the 
debate on S&T in the context of disarma-
ment? Is there a shared technological vision 
to which stakeholders in weapons control sub-
scribe? Do these visions accord with ideals 
articulated in Agenda 2030 and the Universal 
Declaration of Human Rights? If not, how can 
meaningful change be induced?

unite around a shared perception of the future 
that should be realized (a sociotechnical imagi-
nary), it is important to question our own and 
other stakeholders’ assumptions, beliefs and 
understandings of the ‘social order attainable 
through, and supportive of, advances in science 
and technology’.61 As anticipations of the future 
shape our actions today, a better understanding 
of how the future operates in the S&T debate in 
the context of disarmament can help us expand 
what we can see and might do.62 Some of these 
questions could usefully be addressed by 
member states in their submissions to the  
UN Secretary-General’s 2019 report on S&T. 
Others indicate avenues for further research.
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THE ‘PACING PROBLEM’  
IN THE CONTEXT OF  
DISARMAMENT

‘[I]T IS NEVER CLEAR A PRIORI 
 AND INDEPENDENT OF CONTEXT 
WHETHER AN ISSUE SHOULD 
BE TREATED AS TECHNICAL OR  
SOCIAL.’64

A central theme in recent texts on S&T in the 
context of international security and disarma-
ment concerns the so-called ‘pacing problem’ 

– a common trope of S&T and society literature.65 

It can be described as the ‘widening speed dif-
ferential between the development and dissemi-
nation of new technologies and the time needed 
for social deliberation on whether and how they 
should find a place in established ethical and 
legal orders, and in our wider social and physical 
environments’.66 In the disarmament context, the 
concern is characterized varyingly as ‘the accel-
erating pace of technological change’,67 respec-
tively, that it enables, ‘at an accelerating pace, 
the design and acquisition of new weapon tech-
nologies’,68 and that ‘developments in science 
and technology of relevance to security and dis-
armament’ might ‘outpace’ or ‘sidelin[e] norm 
development’.69 Concern about this appears to 
be widely shared, with UN Member States identi-
fying it as a cause for insecurity and a rationale 
for policy action. Jordan, for example, argues 
that ‘[t]he remarkably rapid pace of progress in 
technology makes it vulnerable to risks and  
challenges’.70 Switzerland cites ‘the breathtaking 
pace of innovation and development’ as the 
reason for its repeated calls to consider new 
developments in S&T at the multilateral level.71 

And for Japan, ‘the rapid pace of change’ makes 
it ‘essential and useful to have input from  
related stakeholders, particularly from the  
private sector’.72

Depending on how this story about speed is told, 
different responses move to the fore. In its most 
common representation, the ‘race’ in the context 
of disarmament lends itself to a normative rather 
than a technological solution.73 ‘Pacing’ is seen 
as a key challenge for regulatory oversight, 
encapsulated in the question: ‘how can regulato-
ry oversight arrangements keep pace with rapid 
scientific and technological innovation?’74 This is 
echoed by recent calls for ‘[i]nternational organi-
zations and treaty frameworks’ to be better 
equipped ‘with a view to keeping pace with tech-
nological development’75 and emphasis on the 
need for ‘normative efforts’76 and ‘[o]ur shared 
rules’ to keep pace with such development.77

This race metaphor represents ‘governmental 
oversight’ as being ‘inherently slow’ compared  
to technological development78 and invites us to 
regard the development of S&T as linear, follow-
ing a unidirectional trajectory along a set time-
line. The account is technologically deterministic 
in that it treats the development of S&T as evolv-
ing in an autonomous manner, independent of 
the socio-political and normative context.79 
Assumptions about linearity are widely held and 
remain in the background of many policies, but 
linear models of innovation have been much crit-
icized and their explanatory capacity is limited in 
light of the complexity and interdependence 
ascribed to innovation in S&T. Recent innovation 
theories emphasize systemic, dynamic, non-lin-
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ear processes involving a range of actors that 
interact through market mechanisms and flows 
of knowledge and influence within a particular 
institutional setting.80

The image of the race recognizes that technologi-
cal and normative developments stand in some 
sort of relationship to each other. But rather than 
a competition of speed between two separate 
processes, against an objective criterion with a 
specific end point,81 the social and the technical 
should be understood as constituting each other. 
Society, including politics and norms, are techni-
cally built and technology is socially and political-
ly constructed.82 Technology ‘shapes not only  
the physical world but also the ethical, legal, and 
social environments in  which we live and act’.83 

Focusing exclusively on ‘normative efforts’ as a 
means to rein in S&T developments through 

‘shared rules’ in formal settings (‘treaty frame-
works’) fails to account both for the social norms 
and values that, in any particular cultural setting, 
give rise to S&T developments, and for how 
such developments, in turn, influence norms and 
values.

The race metaphor also sidesteps a direct  
investigation into the causes and drivers of the 
accelerating pace of S&T developments relevant 
to disarmament. The focus in the Secretary-Gen-
eral’s 2018 report and work by others, including 
our own, on specific developments of relevance 
to the means and methods of warfare, new 
weapons technologies or weapons applications 
of new technologies,84 risks detracting from  
the structural, normative and political dimension 
of the process of innovation. The Secretary- 
General’s report is silent on the lines of  
power through which military and weapons  
technologies develop.

As highlighted in the previous section, there is 
little engagement with the beliefs, ideas, values 
and visions that drive military innovation and 
weapons development. The very notion of the 

‘emergence’ of new weapons denies any agency 
in the process, and describing the problem as 
one of ‘weaponization’ of S&T developments 
treats the latter as a priori politically and  

THE CHOICE NOT TO ARTICULATE, 
IN MULTILATERAL DISARMAMENT 
DEBATES ON S&T, THE FORCES 
AND MECHANISMS THAT SUSTAIN 
AND ACCELERATE WEAPONS  
DEVELOPMENT DETRACTS FROM 
THE RESPONSIBILITY OF STATES 
AND CALLS INTO QUESTION WHAT 
WE, COLLECTIVELY, CAN HOPE TO 
ACHIEVE THROUGH POLITICAL 
ACTION IN THIS FIELD.

ethically neutral. In both cases, how and why 
new weapons come into being remains unex-
plored. The Secretary-General and UN Member 
States are quick to point out that ‘many of the 
developments [in S&T] are occurring within the 
private sector and in academia’,85 whilst saying 
nothing about government decisions and incen-
tive structures put in place to push and acceler-
ate innovation in S&T with military and weapons 
applications, including through increasingly inte-
grated systems of innovation.86

The choice not to articulate, in multilateral disar-
mament debates on S&T, the forces and mecha-
nisms that sustain and accelerate weapons 
development detracts from the responsibility of 
states and calls into question what we, collec-
tively, can hope to achieve through political 
action in this field. In the prevailing discourse on 
S&T, assertions that the normative and institu-
tional framework for weapons control must ‘keep 
ahead’87 in a race against technology, and that 
agency is situated outside of the state are cou-
pled with a ‘breathless promissory discussion of 
emergent fields’88 that emphasizes the transfor-
mative or disruptive potentials of technology.  
In combination, they tend to accentuate both the 
inevitability of S&T development and the impos-
sibility of predicting and preventing negative out-
comes. In the context of international security 
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and disarmament, the process of innovation is 
allegedly an inescapable, largely uncontrollable 
force – i.e. ungovernable.

The construction of such a narrative by stake-
holders in weapons control is a form of self-sab-
otage in that it cannot but undermine their col-
lective capacity for ethical questioning and 
effective political action in favour of disarma-
ment.89 A different articulation of S&T develop-
ments and governance efforts might better 
serve the vision of sustainable peace and securi-
ty outlined by the Secretary-General. In this 
vision, ‘[i]nternational approaches to regulate 
arms [are] integrated into broader work for pre-
vention and sustainable development’ with a 
view to ‘bring[ing] the historical relationship 
between disarmament and development back to 
the forefront of international consciousness’.90 

Formulating concerns about speed differentials 
in terms of ‘the political process of seeking secu-
rity at lower levels of armaments’, as the Secre-
tary-General did in his 1990 report,91 would, at 
least, have the advantage of situating the issue 
explicitly in relation to disarmament as the end 
to be achieved. The emphasis on the political (as 
opposed to the technical) and on process (as 
opposed to outcome) opens up space for politi-
cal action and helps direct attention not only to 
specific emerging weapons technologies, but to 
the systems maintained to produce them.92  

This invites critical questions about the underpin-
ning logics of military applications of develop-
ments in S&T and the relentless development of 
new weapons, and about the roles and responsi-
bilities of states, in particular, in the construction 
of this seemingly inexorable ‘outpacedness’.

QUESTIONS FOR STAKEHOLDERS

×  What factors shape how and why states 
pursue S&T developments for military  
applications or weapons? What factors shape 
the attributes of future weapons and military 
applications? How does the changing role of 
the military relative to other security agencies 
affect this?

×  What are the patterns of investments in S&T 
by militaries? What are the types and purpos-
es of the financed work? What are the pat-
terns of (in)transparency in these regards? 
What systems of oversight are in place to 
assess their impact on disarmament?   
What is an appropriate relationship between 
the military and science?93

×  If innovation in S&T is understood as a means 
of progress, what constitutes progress in the 
context of disarmament?

×  What does ‘keeping pace’ with S&T develop-
ments look like exactly? What political action 
is required?

×  How and why should states fight wars and 
engage in organized violence in the future? 
What roles should technologies play in  
future violence?

× What conception(s) of security and what 
visions about the role of S&T in organized vio-
lence are likely to promote S&T developments 
that support disarmament and accelerate its 
pace? How can these conditions be created?
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GOVERNING S&T IN  
THE CONTEXT OF  
DISARMAMENT:   
BEYOND WAITING  
WITH VIGILANCE ‘GOVERNANCE ACTIVITIES  

ARE JUSTIFIED WITH REFERENCE 
TO THE COMMON GOOD, BUT THEY 
DO NOT NECESSARILY SERVE IT.’94

‘IF NO ONE GOVERNS, … NO ONE 
CAN BE MADE RESPONSIBLE.’95

ACCELERATED DELIBERATIONS?

In the face of the identified challenges, the UN 
Secretary-General urges the international com-
munity to ‘remain vigilant in understanding new 
and emerging weapon technologies that could 
imperil the security of future generations’96 –  
a call echoed by the UN General Assembly.97  
He also identifies a number of ‘[p]rocesses for 
responding to developments’ in S&T with implica-
tions for security and disarmament.98 Many of 
them deserve further attention and the support 
of stakeholders in weapons control. However, 
reporting annually on the accelerating pace of 
technology development and ‘remaining vigilant’ 
in understanding it does nothing to slow it 
down.99 Nor does mapping out advances in 
weapons technologies foster resistance towards 
them.100 Remarkably, none of the outlined pro-
cesses directly addresses the causes of out-
paced norm development. But elsewhere in  
his report, the Secretary-General suggests  
that ‘all existing multilateral efforts should be 
accelerated’.101

Whereas impatience with multilateral disarma-
ment processes is a widely shared sentiment, 
the plan to accelerate these efforts flies in the 
face of everything we know about the UN and 
fails to recognize the role played by multilateral 

disarmament regimes as deliberative systems.  
It is by means of such systems that societies 
adjust to changing circumstances and new chal-
lenges.102 They provide for ‘consideration of the 
acceptability, appropriateness and control of 
novel developments in, or impacting on, shared 
social and physical arenas’ and entail ‘both pri-
vate and public modes of reflection, analysis and 
decision-making, and also the full range of prac-
tical, ethical, legal and political reasoning’.103  
As challenges posed by advances in S&T are not 

‘matters of daily, self-interested decision-making’ 
but difficult and contentious issues that have a 
direct bearing on important socio-cultural and 
socio-political questions pertaining to our tech-
nological future, they require ‘informed, scrupu-
lous thinking, generous provision for communica-
tion and debate – and time’.104 

Debates about specific new weapons are embed-
ded in much broader political struggles to define 
and redefine the limits of violence and dominant 
modes of governance. They not only reproduce 
existing power relations, but also become a site 
at which they are contested. This complicates 
quests for control.105 Such deliberations will 
always be a protracted business,106 and the 
need ‘for greater interaction between previously 
separated disarmament communities’ and for 
the involvement of other actors to elaborate risk 



ARTICLE 36

22

mitigation strategies will further complicate find-
ing common ground.107 The goal, therefore, 
cannot be to accelerate deliberations, but to 
ensure that deliberations contribute to the devel-
opment of ‘sufficiently powerful and systematic 
understandings of technology for us to know 
where the possibilities lie for meaningful political 
action and responsible governance’.108 Among 
other issues, this raises questions about the 
conditions (including institutional settings) con-
ducive to iterative, adaptive and sustained politi-
cal engagement with S&T developments and the 
timing of multilateral political intervention.

The UN Secretary-General’s choice to concen-
trate in his report on ‘applications that could fea-
sibly be fielded within the next five years’ privileg-
es a near-term vision where the possibility for 
multilateral political action takes place relatively 
proximate to a weapon’s operational deployment. 
Envisaging policy intervention at a moment in 
time where R&D has ‘matured’ into a soon-to-be-
fielded weapon speaks to the challenge of scop-
ing and assessing technologies in advance of 
concrete manifestations.109 But once an applica-
tion has solidified in this manner, space for 
meaningful disarmament action may be fast 
closing. On the other hand, the manifestation of 
harms caused by the use of a new weapon may 
facilitate political action and the imposition of 
legal constraints informed by such harms. How-
ever, responsible consideration of S&T in the 
context of disarmament must aim for political 
intervention before a new military technology 
has led to a humanitarian crisis. 

In practice, this has proven difficult. Following 
the refusal in 2018 of States Parties to the Con-
vention on Certain Conventional Weapons to 
retain S&T as a separate agenda item, one diplo-
mat likened the situation to a ‘Catch-22’: in dis-
armament, there is a risk that S&T develop-
ments are always either too distant and 
uncertain or too proximate and specific to be 
addressed.110 There is, of course, no reason to 
believe that the situation will be less vexing in 
the future. Choices about the timing of multilat-
eral policy intervention therefore raise acute 
questions about what we understand our respon-
sibility as stakeholders in weapons control to be 
in shaping our technological future.

GOVERNING THROUGH ETHICS?

To respond to relevant developments in S&T, the 
UN Secretary-General commits to engaging and 
working with scientists, engineers and industry 
to ‘encourage responsible innovation in science 
and technology and to ensure they are applied 
for peaceful purposes’.111 The appeal to respon-
sible innovation and the turn to ethics in discus-
sions on emerging technologies are very much 
dans l’air du temps. There has recently been a 
veritable ‘ethics explosion’ in the tech sector.112 

Without exploring the theme in detail here (the 
Secretary-General does not expand on his 
understanding of ‘responsible innovation’), one 
aspiration of responsible innovation is the align-
ment of research and development outcomes 
with societal values. Codes of conduct and the 
like are among the tools used for that purpose.

IN DISARMAMENT, THERE IS  
A RISK THAT S&T DEVELOPMENTS 
ARE ALWAYS EITHER TOO  
DISTANT AND UNCERTAIN OR  
TOO PROXIMATE AND SPECIFIC  
TO BE ADDRESSED.
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The practical impact of such texts has been 
called into question, however.113 A recent analy-
sis of AI ethics guidelines shows that there is ‘a 
lot of virtue signalling going on’, but few efforts 
to institute enforcement and governance mecha-
nisms to operationalize them.114 Ethical guide-
lines can serve to deflect criticism, avoid change 
and evade liability, whilst ‘not ceding any power 
to regulate or transform the way technology is 
developed and applied’.115 There is a risk that 
instead of asking fundamental ethical and politi-
cal questions about whether a technology should 
be introduced, such texts delegate ethical 
agency and decision-making to a narrow circle of 

‘experts’, who – espousing the same technologi-
cally deterministic progress narrative that has 
been criticized above – tend to frame technologi-
cal progress as inevitable.116

Even with codes and laws in place, what is ethi-
cal remains open to debate.117 Recent controver-
sies surrounding Google’s involvement in the US 
Department of Defense’s Project Maven, Ama-
zon’s sale of its facial recognition software, Rek-
ognition, to police agencies and Microsoft’s col-
laboration with US Immigration and Customs 
Enforcement and its HoloLens contract with the 
US Army make it abundantly clear that scientists 
and technologists hold diverse views on what 
constitutes ethically acceptable applications of 
S&T.118 These controversies are useful for under-
standing how technologies help or hinder the 
realization of a world in which people flourish, 
and what responsibilities individuals and institu-
tions have for creating technologies that improve 
our lives. Especially in the context of disarma-
ment, promoting ‘responsible innovation’ must 
involve engaging with the argument that all 
weapons research ‘is … morally wrong and 
cannot be justified.’119

The promotion of responsible innovation is no 
substitute for political action. Ongoing contesta-
tion of violent acts is needed to avoid that the 
limits of violence recede.120 But ethics alone 
cannot answer all value questions and has never 
transformed technology for the good, not least 
because ‘knowing the difference between good 
and bad is rarely enough, in itself, to incline us to 

the former’.121  The recent corporate controver-
sies do however help us understand what incen-
tives and structures drive individuals and institu-
tions not to build certain technologies and how  
collective action can change power dynamics.122

GOVERNING RESPONSIBLY
 
Claims about what constitutes appropriate re-
search are bound up with the exercise of authori-
ty and expertise and the question of who is 
deemed to possess the relevant knowledge to 
inform policy-making. In recent years, special 
efforts have been made to bring diverse voices 
to bear on the role of S&T in the context of disar-
mament.123 In particular, the views of younger 
people have been actively solicited and growing 
attention is given to questions of gender and 
race, suggesting that a wide range of knowledge 
is valued. In his report, the Secretary-General 
calls for the involvement of a broad range of ac-
tors, including from ‘the private sector, non-gov-
ernmental organizations and academia’, in politi-
cal deliberations, but he also stresses the 
importance of ‘credible and reliable’ ‘scientific 
expertise’ to inform policy-making.124 

Other policy texts afford a similarly privileged 
position to ‘scientific’ knowledge. This reflects  
a general preference in modern societies for sci-
entific forms of decision-making about issues 
related to S&T and echoes a vision of ‘pure sci-
ence’ and apolitical innovation that has long 
dominated thought in the natural sciences.125 
The emphasis on responsible innovation as a 
process for responding to S&T developments 
relevant to disarmament reinforces the treat-
ment of scientific and technical expertise, as 
well as ethical concerns, as separate from the 
political. However, ‘there’s no such thing as “just” 
an engineer’.126

The aforementioned corporate controversies 
have a direct bearing on political debates about 
new weapons technologies, for example in rela-
tion to autonomous weapons and armed drones. 
This invites questions about how scientific exper-
tise is expected to contribute to the resolution of 
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political problems,127 and how expert disagree-
ment is viewed in such a context.128 For example, 
when scientists articulate ethical concerns about 
military applications of S&T and advocate for 
normative constraints on weapons development, 
are they still deemed ‘reliable and credible’ sci-
entific experts who should ‘support and inform 
policy deliberations’,129 or are they then viewed 
as activists or advocates and stripped of the  
special authority and influence granted to ‘scien-
tific’ experts?

Expertise, including ‘scientific’ expertise is 
always circumscribed.130 The interest in ‘creating 
attendant groups of scientific experts to support 
and inform policy deliberations’ as well as plans 
to ‘enhance cooperation with the private sector, 
non-governmental organizations and academia’131 

invite further reflection on patterns of represen-
tation and modes of participation in multilateral 
policy-making in the area of weapons control. 
More thought should be given to what kinds of 
questions need a specialist answer, what kinds 
of questions should be put to ‘scientific’ experts, 
how ‘credible and reliable’ experts are identified 
and by whom, and how scientific advice should 
be organized and managed in relation to political 
processes. Widening the notion of expertise to 
include various knowledgeable people (including 
from medical associations, survivor groups, envi-
ronmental actors and the like) will produce more 

‘socially robust knowledge’.132 Acknowledging that 
different kinds of knowledge are relevant in the 
policy process, and that technocratic risk assess-
ments and cost-benefit analyses need to be 
complemented with approaches that ‘make 
explicit the normative that lurks within the  
technical’ are instrumental to achieving ‘good 
governance’.133

‘Governance and regulation are, in part, about 
the allocation of responsibility’.134 With the multi-
plication of regulatory and governance activities, 
and with the increasing complexity of regulatory 
constellations in the global policy space, respon-
sibilities tend to get diffused and dispersed.135 
When stakeholders in weapons control locate 
agency within academia and the private sector 
and emphasize responsible innovation, they shift 

AS LONG AS STATES CLAIM THE 
MONOPOLY ON THE USE OF FORCE, 
THEY MUST SHOULDER THE  
PRIMARY RESPONSIBILITY FOR THE  
CONTROL OF THE TECHNOLOGIES 
OF VIOLENCE.

responsibility for addressing the drivers of S&T 
developments away from governments and 
inter-governmental institutions towards innova-
tors. This creates an expectation that scientists 
and private-sector developers not only govern 
risk related to their research practice but also to 
down-stream technological outputs in relation to 
issues of use, misuse and militarization.136  

Framing innovators as capable of and responsi-
ble for monitoring and managing S&T develop-
ments directs attention to individual choices and 
masks the structures within which these are 
made. This may not only place unfair demands 
on innovators, but, as discussed above, avoids 
an earnest engagement with the forces sustain-
ing ongoing weapons development.

As long as states claim the monopoly on the use 
of force, they must shoulder the primary respon-
sibility for the control of the technologies of vio-
lence. Contemporary theories of innovation 
clearly imply a role for governments and (inter-)
governmental actors in the creation of incentives 
for different types and rates of innovation. In 
practice, however, UN Member States have thus 
far shown limited appetite for dedicating time 
and resources to the consideration of S&T devel-
opments in existing weapons control bodies137 

and have cautioned against creating new ones.138 

They have stressed the importance of ensuring 
that ‘efforts to govern new weapons technolo-
gies or weapons applications’ do not ‘hamper 
the economic and technological growth and 
innovation of any State’.139 In this optic, gover-
nance efforts are portrayed as a potential imped-
iment to the attainment of social goods. Portray-
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ing deliberation and regulation of new weapons 
as an encumbrance to be overcome is politically 
debilitating. It occludes that both technology and 
law order society and constrain human possibili-
ties – that ‘technology functions as an instru-
ment of governance’.140

At the same time, though, the renewed interest 
in the role of S&T in the context of disarmament 
reaffirms the responsibility of stakeholders in 
multilateral weapons control. The adoption of  
UN General Assembly resolutions and the pro-
duction of a Secretary-General report on the 
topic, as well as calls for S&T developments to 
be addressed within existing multilateral mecha-
nisms and instruments, attest to the conviction 
that these regimes should play a central role in 
policy responses. The recent corporate contro-

QUESTIONS FOR STAKEHOLDERS

× What are the prospects and means for under-
standing developments in S&T in multilateral 
disarmament? Is there agreement on the 
scope and objective of S&T consideration in 
that context? Is there a common understand-
ing of what technology assessment or review 
involves?

× What kinds of knowledge are necessary to 
create a socially robust understanding of the 
security implications of S&T developments? 
Who possesses that knowledge? What can 

‘scientific’ expertise contribute? What can 
practical, non-scientific and experience-based 
expertise contribute? 

versies about military applications of S&T under-
score the importance of political deliberation 
about shared principles in terms of ethical con-
tent and process141  as well as the need for laws 
and policies. Multilateral weapons control institu-
tions can continue to play an important role in 
setting common standards. To govern responsi-
bly, stakeholders in multilateral weapons control 
should facilitate ongoing deliberation, not only 
on uses and abuses of innovations, but also  
on whether they should be introduced in the  
first place.

× What constitutes responsible innovation in 
S&T? What are the purposes and limits of 
responsible innovation strategies in the  
context of disarmament? How, concretely, 
can applications that support disarmament 
be promoted?

×  How should different actors (the public, gov-
ernments, innovators, etc.) contribute to 
addressing security and disarmament implica-
tions of S&T developments? What role should 
different tools (national-level innovation strat-
egies, scientific risk assessments, ethical 
codes, etc.) play?

×  How should multilateral weapons control  
intersect with S&T governance and other 
global governance agendas? What institution-
al settings are most conducive to realizing  
this vision?
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CONCLUDING  
REMARKS

‘[P]OSITIVE VISIONS ARE EVERY-
WHERE IF YOU CARE TO LOOK. AND 
IF SOMEONE HAS NOT CARED OR 
BOTHERED TO LOOK, WE SHOULD 
ASK, “WHY?”’142

It is widely acknowledged that ‘[t]echnology isn’t 
just something that happens to us; it’s some-
thing we can decide to build and to use, or not’.143 

The stories that we tell ourselves about the past 
and the visions we hold about the future play an 
important role in shaping the direction and the 
pace of S&T development. Programmatic texts, 
such as Agenda 2030 hold the promise of 
human betterment and are stories about change. 
Telling such stories requires the ability and will-
ingness to imagine alternatives to reality as we 
know it. They therefore invite us to question 
underlying structures and assumptions of power.

For stakeholders in multilateral weapons control, 
the renewed interest in S&T in the context of 
international security and disarmament is an 
opportunity to collectively articulate visions of  
a more peaceful, less violent future and to ‘de- 
value the role of military options in seeking secu-
rity’.144 At present, it is unclear whether the ‘dis-
armament community’ is united in a shared 
vision. Stakeholders appear unable or unwilling 
to recommit to the idea of disarmament 
enshrined in the UN Charter and the outcome 
document of SSOD-I. The authoritative discourse 
is such that those who dare articulate this aspi-
ration in a weapons control context risk being 
disqualified as naïve and inexpert, or dismissed 
as engaging in insincere rhetoric. The near-exclu-

sive preoccupation of stakeholders with the man-
agement and control of risks posed by specific 
S&T developments leaves little space for debate 
on technological futures.145

This is not to suggest that we can ‘fantasize our 
way out of this’.146 It is meant as an invitation to 
critically reflect on the deeper structural causes 
of disarmament’s stagnation. These are well 
known, and this paper does not purport to add 
novel insights. It does, however, raise concern 
that the S&T narrative under development in the 
context of disarmament comes with obvious 
risks: unquestioningly reproducing beliefs about 
the inevitability of weapons development and 
perpetuating politically debilitating narratives 
accords with and entrenches, rather than chal-
lenges, the status quo. Today, the dominant nar-
rative on S&T in the context of disarmament dis-
tracts from attending to the structural causes of 
the lack of progress in disarmament and creates 
low expectations about the prospect of multilat-
eral weapons control, offering irresponsibility as 
a strategy.

There is evidently an urgent need to address 
developments in S&T with implications for inter-
national security and disarmament. How we 
address them matters greatly. Although they may 
not be as exciting or novel as futuristic weapons, 
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questions about security conceptions and  
appropriate military-civilian relations in innova-
tion systems are pressing ‘this-world’ issues that 
require focused attention. Consideration of S&T 
opens up space for critiquing technology, ques-
tioning proposed visions of future war, debating 
different outlooks on the role of technologies in 
organized violence and deliberating about the 
common goods that innovation in S&T is meant 
to realize. The Secretary-General’s Agenda for 
Disarmament provides a valuable starting point 
in this regard.

Establishing ‘a clear and credible vision for sus-
tainable security’147 will require conceptualizing 
existing disarmament institutions, actors and 
processes in new ways and rethinking their con-
tribution to S&T governance in the global policy 
space. The lenteur of disarmament deliberations 
does not mean that weapons control regimes 
have nothing to offer. Insofar as S&T develop-
ments are understood as a potential challenge 
to existing systems of oversight and control, the 
collective assessment of S&T in weapons control 
settings reasserts the centrality of existing 
regimes and regulations for the future gover-
nance of S&T. Aside from their potential to set 
formal standards (often unrealized in practice), 
multilateral weapons control forums enable pro-
cesses for deliberated, agreed forms of order, 

THE RENEWED INTEREST IN S&T IN 
THE CONTEXT OF INTERNATIONAL 
SECURITY AND DISARMAMENT IS 
AN OPPORTUNITY TO COLLECTIVELY 
ARTICULATE VISIONS OF A MORE 
PEACEFUL, LESS VIOLENT FUTURE

capable of conferring legitimacy through broad-
based conversations. Implicating a variety of 
actors and drawing on diverse knowledge and 
values will be essential to making policies that 
serve the common good.

Weapons control debates help stabilize policy 
discourse, notably, through storytelling. They can 
help ‘organize dialogues, foster meanings, 
beliefs and identities among the relevant actors, 
and influence what actors think and do’.148 

Hence, the importance of critically reflecting on 
the stories that are being told, who they empow-
er and who is empowered to tell them.
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Acoustic (or sonic) weapons are under research and devel-
opment in a few countries and have been the subject of 
interest and much speculation for several decades.1 Such 
devices have repeatedly captured the interest of the press, 
most recently when it was reported in 2016 that several 
staff members at the American embassy in Cuba were 
allegedly ‘subjected to an “acoustic attack” using sonic 
devices’ that caused serious health problems.2 Neurolo-
gists and engineers have challenged this claim.3

Acoustic weapons aim to use the propagation of sound – a 
variation in pressure that travels through a fluid medium 
(such as air) to affect a target. Most of the acoustic weap-
ons that have been speculated upon are based on either 
ultrasound (above 20 kilohertz, kHz), low frequencies 
(below 100 hertz, Hz) or infrasound (below 20 Hz) 
deployed at high levels.4  The human range of hearing is 
commonly given as between 20 Hz and 20 kHz. In reality, 
the upper hearing-threshold frequency decreases signifi-
cantly with age, whereas sounds with lower frequencies 
can be heard and otherwise perceived if the level is high 
enough.5 

Although a few acoustic devices exist today that could be 
used as weapons, and sound is implicated in the use of 
force in the military and law enforcement domains in vari-
ous ways, the potential for weaponization of acoustic devic-
es has likely been overstated.6 Recent scientific analyses 
have debunked myths and disproven earlier claims about 
the effects of acoustic devices on humans and have drawn 
attention to the practical limitations of such technologies.7

Nevertheless, consideration of acoustic weapons brings to 
the fore a number of issues that deserve attention from 
the perspective of multilateral weapons control, including 
within the framework of the Convention on Certain Conven-
tional Weapons (CCW):

× Often branded as ‘non-lethal’ or ‘less lethal’,8  acoustic 
devices are open to the same questions and criticisms 
levelled against other technologies given that label 
(including that they may undermine boundaries distin-
guishing acceptable modalities of force in war-fighting 
and in law enforcement, and that their use in conjunc-
tion with kinetic weapons actually increases the risk of 
death).

× Acoustic weapons raise questions of delineation 
between devices specifically designed to harm through 
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acoustic phenomena like sound or vibration (acoustic 
weapons properly speaking), other weapons with harm-
ful acoustic effects (such as explosive weapons) and 
the use of organized sound (music) or unorganized 
sound (noise) by militaries and police, including to tor-
ture or terrorize. Such delineation in turn has conse-
quences for national and international control and 
raises further questions about the role of international 
regulation.

× Consideration of acoustic weapons raises the question 
of our orientation towards technologies that target the 
human senses (‘sensory violence’). Parallels that could 
be drawn from the prohibition on blinding laser weap-
ons (formalized in CCW Protocol IV) and the opprobrium 
attached to blinding as a method of warfare deserve 
further exploration in light of the evolving understand-
ing of deafness and blindness from a health perspec-
tive.

× Consideration should be given to the ethical, health, 
legal and environmental concerns about the acceptabil-
ity and desirability of acoustic violence – sound as a 
technique of authority and control9 – especially in fre-
quencies beyond the human audible range,10 and the 
expansion of weaponized sound into civilian spheres. 
As with directed energy weapons, some acoustic weap-
ons may raise questions about systems where the 
source of harm is not identifiable or comprehensible to 
those experiencing it. 

× Given the well-documented health impacts of weapon 
noise on humans, consideration of acoustic devices 
also raises the question of whether political measures 
should be taken at the international level to better pro-
tect both civilians and soldiers from weapons that 
cause noise-induced hearing loss.

× Finally, there is concern that a lack of reliable, scientifi-
cally sound and peer-reviewed data on the specifica-
tions and effects of acoustic devices11 has in the past 
driven research and development (including animal 
testing) into acoustic weapons in expectation of unreal-
istic potential. This has contributed to speculations and 
public anxiety about acoustic, especially infrasound, 
weapons.

CURRENT STATE OF PLAY

The fascination that acoustic weapons prompt among cer-
tain militaries, police forces, journalists, scientists and 
publics has to be understood against the backdrop of a 
complex and long-standing relationship between sound, 
war and violence.12 What accounts of such diverse phe-
nomena as the Nazi-German ‘Windkanone’, Soviet ‘psy-
chocorrection methods’, the US ‘Urban Funk Campaign’, 

the British ‘Curdler’ and the use of sound to torture,13  
harass, intimidate or terrorize14 have in common is a 
long-standing belief (justified or not) in the destructive 
power of sound and vibration. This belief and the search 
for bloodless, so-called ‘non-lethal’ technologies of vio-
lence, which intensified from the early 1990s, have driven 
some states, mainly the US, to push research and develop-
ment into acoustic weapons, especially in the infra- and 
ultrasonic frequency ranges.

Decades of research and development and considerable 
hype notwithstanding, the potential for weaponization of 
acoustic devices has likely been overstated.15 Inherent 
difficulties in projecting sound energy to tactical ranges, as 
well as limited human effects in practice,16 have hampered 
the attempts of states and scientists to produce an acous-
tic-based weapon that can be fully operationalized. Low 
frequency and infrasound can travel over considerably 
larger distances than higher-frequency sound and are 
hardly attenuated through dissipation.17 However, at low 
frequency, sound cannot be projected in a directed beam; 
at higher frequency, it can. But if high-frequency sound 
waves are to have an impact on humans, the sound pres-
sure would need to reach such a level that the sound 
waves become deformed.18 In order to produce such 
effects, the sound source with its auxiliary equipment 
would be of a weight and dimension that could not easily 
be carried by a single person, limiting practical military and 
law enforcement applications.19

Certain types of acoustic devices currently reported to be 
in use by law enforcement or military actors have drawn 
particular attention – and criticism – and raise questions 
that are of interest from the perspective of multilateral 
weapons control more broadly. These include acoustic 
hailing devices, flash-bang devices, and high-frequency 
devices, all briefly described below.

Acoustic hailing devices (AHD) or ‘sound cannons’

AHD operate in the audible range and issue high-energy 
acoustic beams to communicate with, warn and potentially 
disorient or disable a person. A number of states have 
developed and are using such systems,20 in both military 
and law enforcement settings, primarily in connection with 
crowd and border control. Such devices can reportedly 
produce ‘harmful, pain-inducing tones’ over some dis-
tance,21 and can damage the human ear and even cause 
permanent hearing loss over short distances.

The best-known of these devices is the Long Range Acous-
tic Device (LRAD). It resembles a flat loudspeaker that 
uses many piezoelectric transducers, set in a staggered 
arrangement.22 The LRAD was developed as a military tool 
to enforce exclusion zones around naval vessels following 
an attack on the navy warship USS Cole in Yemen in 2000. 
It has subsequently been used by the US navy to protect 
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shipping lanes around the Iraqi port of Basra and nearby 
oil terminals.23 It has also reportedly been used for ‘hailing 
and warning’ by cruise and transport liners to deter 
pirates,24 been deployed by police forces in several coun-
tries25 and is being attached to drones.26

The LRAD has relatively high directivity (with a beam open-
ing angle of 5–15 degrees) and transmits mainly high fre-
quencies (above 1 kHz). The LRAD 1000 projects voice 
messages to a range above 500 m, and warning tones to 
above 1000 m.27 Various, scaled-down and scaled-up ver-
sions are available.28

There are also reports that similar devices, termed ‘sonic 
blasters’, have been used to produce a series of high-inten-
sity blasts (high levels of sound pressure and volume) to 
affect a target rather than to communicate. Among the 
most reported examples are Israel’s sonic pulser, ‘The 
Scream’,29  and its ‘Thunder Generator’, originally devel-
oped as ‘an environmentally friendly soil-disinfection 
machine’ to scare away birds from crops, and later used 
for riot control.30

Flash-bang devices

Flash-bang devices (or ‘noise flash diversionary devices’) 
contain mixtures of fast-burning propellants and pyrotech-
nics to produce a loud ‘bang’ and a bright flash of light. 
They often take the form of grenades (‘stun grenades’, 
‘flash-bang grenades’, ‘sound bombs’) that are deployed by 
hand or from shotgun cartridges.31

Flash-bang grenades are in widespread use by military and 
law enforcement actors and are designed to temporarily 
blind, disorient and cause dizziness. As the casing is not 
intended to produce fragmentation during detonation, such 
flash-bang devices are typically labelled ‘non-lethal’. There 
are, however, several known cases of serious injury and 
death resulting from their use.32

A US performance characterization study of selected flash-
bang devices noted that one of the concerns associated 
with their use ‘is the high level of sound generated by 
them, with respect to hearing impairment or damage’.33 All 
of the devices tested in the study exceeded the US Depart-
ment of Defense’s 140 decibel (dB) threshold requirement 
for use of hearing protection. According to one source, the 
‘threshold noise’ of a flash-bang device ‘can reach 180 dB 
in closed spaces, where the effects of the acoustic signa-
ture can be compounded’.34 This is comparable to the peak 
levels of heavy artillery (measured at the shooter’s position 
close to the gun).35

High-frequency devices

The particularity of high-frequency devices is that they emit 
a sound at a frequency on the border of being ultrasonic, 
which is intended to be heard only by younger people, 
whose ears tend to be more sensitive to sound at high 
frequency compared to most older people.

The best-known model is the ‘Mosquito Teenager Deter-
rent/Anti-Loitering Device’. This was initially developed to 
disperse vermin and is now primarily marketed to private 
persons and businesses ‘for dispersing groups of misbe-
having teenagers’.36 According to the manufacturer, the 
Mosquito MK4 can be set to emit a sound at 17 kHz that 
only people under 25 can hear or at 8 kHz, audible to 
people of any age, with four volume/distance settings and 
a maximum volume of 103 dB.37 

ADVERSE EFFECTS AND RISKS

Acoustic devices can produce a range of harmful effects, 
most notably temporary and permanent hearing loss, as 
well as pain, disorientation, sensations of discomfort and 
nausea.38 Importantly, the physiological and psychological 
effects of sound on humans depend not only on frequency, 
but also on sound pressure levels, duration and number of 
exposures and recovery time between exposures.39 And, 
effects vary significantly from one individual to another.

At 120 dB, where discomfort typically begins, there is a 
high risk of hearing loss even for short and few exposures. 
Lasting damage to the ear can occur at levels below the 
threshold for ear pain, which sets in at between 135 and 
162 dB depending on frequency.40 At extreme levels, physi-
cal damage to organs of the ear can occur even with short 
exposure.41 At about 160 dB, sound in the audio region 
causes eardrum rupture. Infrasound at high levels can 
produce aural pain and damage, a sensation of pressure 
in the middle ear and annoyance, but it does not have the 
profound effects often associated with it.42 Ultrasound at 
extreme levels (close to 160 dB) was reported to produce a 
slight heating effect that could be felt on the skin.43

As with other technologies labelled ‘non-lethal’, the use of 
acoustic devices has attracted strong criticisms from 
humanitarian, health and human rights perspectives. In a 
war-fighting context, concern has been raised that when an 
acoustic device is ‘used in a pre-lethal way to incapacitate 
before killing’ it actually increases the ‘killing power of 
lethal force’ rather than reducing casualties.44 Critics also 
object to the extension of weaponized sound to (domestic) 
law enforcement and the associated blurring of the bound-
aries of acceptable ways of applying force. In a number of 
concrete situations, users were considered to have taken 
insufficient care to protect the lives and health of people 
within the range of acoustic devices, and to account for the 
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specifics of a situation and individual differences in sus-
ceptibility to injury and trauma.45

More generally, critics complain of a lack of proper docu-
mentation regarding effects at various frequencies and 
levels in actual-use situations, as well as a lack of analyses 
by independent bodies. This is not only a humanitarian 
concern, but it also challenges democratic control over the 
use of force and enables misconceptions and speculations 
to endure about the effects of acoustic devices, justifying 
the allocation of funds for further research and develop-
ment, with potentially negative consequences for interna-
tional and human security.

GOVERNANCE AND REGULATION

‘Acoustic weapons’ or ‘acoustic devices’ are not authorita-
tively defined or regulated in international law, nor are they 
the subject of dedicated multilateral policy discussions.46 
The potential to use acoustic devices to communicate or 
warn, as well as to compel, intimidate or injure, for domes-
tic law enforcement and military purposes (as well as by 
private citizens), has sparked debate in legal quarters 
about how such devices, in particular the LRAD, should be 
properly categorized. Some argue that they are hailing 
devices that should neither be subject to national weapons 
reviews, including those warranted by Article 36 of 1977 
Additional Protocol I,47 nor to export controls applicable to 
weapons.48 Others have taken the opposite view.49 A NATO 
study, for instance, describes ‘acoustic devices’ as  
‘[w]eapons utilizing acoustic energy to induce human 
effects through the sense of hearing or through the  
direct impact of pressure waves on other parts of the 
human body’.50

 
The question of categorization aside, a number of existing 
regulatory frameworks constrain the use of sound in con-
nection with the use of force, notably international humani-
tarian law (IHL) and international human rights law (IHRL), 
as well as national health and safety standards. In relation 
to the conduct of hostilities, the question is often asked 
whether the use of acoustic devices would comply with the 
IHL prohibition on the use of weapons and methods of 
warfare of a nature to cause superfluous injury or unneces-
sary suffering.51 The US, for example, has determined that 
the LRAD does not violate that legal threshold, ‘because 
the discomfort is well short of permanent damage to the 
ear’.52 An earlier preliminary assessment by the US Navy 
had concluded that even ‘aural systems that could cause 
permanent hearing loss’ would not be illegal.53 At the inter-
national level, the debate is complicated by divergent inter-
pretations of the rule on superfluous injury and continued 
disagreement about the (il-)legality of blinding (and thus, 
by analogy, deafening) as a method of warfare.

In this connection, it is sometimes proposed that a prohibi-
tion on acoustic weapons could be derived, by analogy, 

from the prohibition on blinding laser weapons,54 another 
‘non-lethal’ technology that targets the human senses. 
This argument has been rejected on the grounds that ‘the 
eye provides 90% of sensory input, the ear accordingly 
provides much less. Moreover, permanent hearing loss is 
not necessarily complete loss and prolonged hearing loss 
means that such loss is only temporary’.55 Such a state-
ment betrays a common bias that ranks vision over other 
senses (ocularcentrism)56 and fails to take account of 
evolving understandings of deafness (and blindness) from 
medical and public health perspectives. It also speaks to a 
lack of in-depth and critical consideration of sound and the 
‘acoustic authority’ of the state (the ‘politics of frequency 
and amplitude’)57 in contemporary legal thought.58

Legal commentators have further pointed to the great 
potential for indiscriminate effects from the use of acoustic 
devices, which may violate the IHL rule on distinction and 
the prohibition of indiscriminate attacks.59 Testing has 
shown that the LRAD, for example, does not only affect 
those targeted by the device but also bystanders in the 
directional periphery.60 Especially at longer ranges, ques-
tions arise regarding the controllability of the propagation 
of sound, as ‘the transmission direction will be deflected in 
case of strong winds’61 or reflected off surfaces in built-up 
environments.62

The ‘indiscriminateness’ of acoustic devices is also a 
major human rights concern. Pertinent international stan-
dards on the use of force in law enforcement operations 
require that ‘the development and deployment of non-le-
thal incapacitating weapons should be carefully evaluated 
in order to minimize the risk of endangering uninvolved 
persons, and the use of such weapons should be carefully 
controlled.’63  In several cases, legal challenges have been 
brought over injuries caused by the use of flash-bang 
devices in law enforcement situations64 –  use that raises 
questions concerning the rights to life or health, and free-
dom of peaceful assembly and movement where the devic-
es were used for crowd control.65

Moreover, acoustic devices that target the hearing of a 
group of people on the basis of their age, as does the Mos-
quito, raise issues regarding the right to equality and 
non-discrimination and from a child rights perspective.66 
The device has been declared illegal in some jurisdic-
tions.67 Devices that are inaudible (to adults) also raise a 
rule of law concern as affected populations may face for-
midable challenges in accessing an effective remedy.68 
Finally, it bears restating that both IHL and IHRL prohibit 
the use of sound and acoustic devices to terrorize, torture 
or inflict inhuman or degrading treatment.69

In terms of governance and regulation, acoustic devices 
raise the question of what constitutes an acceptable 
health risk and what the standard of reference should be 
given their diverse applications in military, law enforce-
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ment and private settings. In the military, where noise 
exposure is a well-known problem, a number of impulse-
noise exposure criteria have been developed.70 ‘Safe expo-
sure’ to impulse noise is sometimes given as a peak level 
of 162 dB,71 but a 2003 NATO research study was unable 
to propose a single measure or assessment method to 
predict the auditory hazard for different impulse noises 
and blasts.72

In relation to continuous sound, the World Health Organiza-
tion considers that exposure levels above 85 dB in an 
occupational setting are ‘hazardous for workers’,73  and 
deems exposure to recreational sound in excess of 85 dB 
for eight hours or 100 dB for 15 minutes ‘unsafe’.74 
Although these standards aim to protect workers from 
damage over years of exposure, in a Canadian case impli-
cating an LRAD, the judge considered that occupational 
health and safety legislation served as a useful guide to 
determine restrictions on the use of LRAD to prevent 
unsafe exposure which would amount to human rights 
violations.75 In 2011, Canadian authorities defined mini-
mum distances at various levels for ‘urban scenarios’, and 
recommended that the use of the alert function (i.e. use to 
emit a high-decibel, narrow-frequency sound wave rather 
than use as a powerful loudspeaker) ‘should be mini-
mized’, that the devices ‘should not be operated continu-
ously’ and that any use should be followed by an equiva-
lent period of silence.76

In the same vein, Jürgen Altmann has proposed rules for 
safe operation to prevent injury. He suggests technical 
measures to limit the sound power of LRAD as a function 
of distance between the device and the exposed popula-
tion, and to limit the duration of use, as well as a ban on 
particular types (such as certain mobile LRAD) and a 
requirement to document any use of a device automatical-
ly.77 Taking a precautionary orientation, Amnesty Interna-
tional and Omega Research Foundation recommend that 
the use of acoustic devices in the alert function be sus-
pended ‘until an independent body of medical, scientific, 
legal and other experts has subjected the effects and 
potential uses of the type of device in question to rigorous 
assessment and can then demonstrate a legitimate and 
safe use of the device for law enforcement subject to spe-
cific operational rules consistent with human rights stan-
dards.’78

Measures on acoustic weapons at the national and inter-
national levels can build on a rich literature on non-lethal 
weapons in the use of force, including detailed recommen-
dations on selection, testing, deployment, operational pro-
cedures, training, monitoring and accountability, for multi-
lateral controls as well as specific legal instruments.79
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DIRECTED ENERGY WEAPONS

DISCUSSION PAPER FOR THE CONVENTION ON 
CERTAIN CONVENTIONAL WEAPONS (CCW)

GENEVA, NOVEMBER 2017

Directed Energy Weapons (DEW) have long captured mili-
tary attention – and budgets – and are now on the cusp of 
technological maturity. Whilst doubts remain over whether 
certain types can be fully operationalized, recent tests of 
prototype DEW have made it clear that this form of weap-
onry has moved beyond just a theoretical concept. As the 
underlying technology matures and is subjected to testing 
outside of laboratories, it will likely attract increased atten-
tion from militaries and governments seeking to establish 
technical superiority over adversaries, including by devel-
oping weaponry that can be used in space. Several modern 
militaries have already invested heavily in developing the 
technology; many others are likely to have an interest in 
acquiring it.

DEW can be broadly defined as systems that produce ‘a 
beam of concentrated electromagnetic energy or atomic or 
subatomic particles’,1  which is used as a direct means to 
incapacitate, injure or kill people, or to incapacitate, 
degrade, damage or destroy objects. Notably, this defini-
tion excludes sonic and ultrasonic weapons, which use 
sound waves to affect a target rather than electromagnetic 
waves. DEW currently take three primary forms:

× lasers capable of shooting down planes and missiles, 
or of using bright light to  ‘dazzle’ or disorient people;

× weapons that use electromagnetic waves of other 
wavelengths, including millimetre waves or microwaves, 
that can be directed against human or hardware tar-
gets;

× weapons using particle beams to disrupt or damage a 
target’s molecular or atomic structure.

Consideration of the current and anticipated development 
of these weapons suggests several areas of concern:

× Certain DEW may have the potential to circumvent 
existing legal restrictions and prohibitions on weapons, 
such as the prohibition on blinding laser weapons, cre-
ating comparable effects to prohibited systems but 
without falling within their technical definitions.

× Traditional interpretations of protective principles, 
including the prohibition on causing superfluous injury 
or unnecessary suffering to combatants, may be chal-
lenged by novel ways of inflicting physical and mental 
harm. Historically, systems that harm subjects through 
non-kinetic means have often been considered an 
issue of concern or as requiring special consideration.
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× There appears to be little public data and considerable 
uncertainty about the environmental and health effects 
of DEW.

× Some DEW are promoted for use in various settings 
and for diverse purposes, which risks further blurring 
the boundary between law enforcement and war fight-
ing, which traditionally have been subject to different 
normative regimes.

Based on these concerns, High Contracting Parties to the 
Convention on Certain Conventional Weapons (CCW) 
should: 

× monitor research and development of DEW and assess 
their potential to challenge existing restrictions and 
prohibitions on weapons, or impact national and 
human security, peace and international security, arms 
control and disarmament;

× ensure respect for the letter and the spirit of the CCW 
and its protocols, reaffirm core values and long-stand-
ing principles these instruments give expression to and 
assess the conformity of novel mechanisms of harm 
with the prohibition on causing superfluous injury and 
unnecessary suffering, and the principle of distinction;

× reaffirm the prohibition on blinding laser weapons and 
assess whether CCW Protocol IV provides adequate 
protection against blinding in light of the risk to eye-
sight posed by developments in laser technologies and 
the evolving understanding of blindness; 

× encourage transparency and integrate consideration of 
DEW in ongoing work, including in relation to weapons 
reviews in line with Article 36 of Additional Protocol I to 
the Geneva Conventions (API), ensure that a precau-
tionary approach is applied and that assessments of 
environmental impact reflect the contemporary under-
standing of environmental law and protection.

CURRENT STATE OF PLAY

Advances in a range of sciences and technological applica-
tions are now feeding into significant progress in the devel-
opment of lasers and other DEW.2 Yet there is no consen-
sus on their utility or desirability: for some, DEW will be at 
the forefront of a new wave of weaponry; others remain 
sceptical over both the desirability and the operational or 
strategic utility of such weapons systems. Many, particular-
ly policy makers, have grown wary of what they perceive as 
a lack of delivery despite billions of dollars of investment.3

Lasers

Long a staple of science fiction, lasers4 have captured the 
attention of militaries and policy makers since Albert Ein-

stein first theorized about the possibility of ‘stimulated 
emission’ in 1917.5 Now, several decades after the first 
laser was demonstrated in 1960, advances in a wide 
range of science disciplines have allowed laser technology 
to develop and be refined for both civilian and military use.

High-power lasers direct intensely focused beams of 
energy, and are usually powered by a chemical fuel, elec-
tric power or a generated stream of electrons.6 Over the 
past 20 years, their use has accelerated in the commercial 
sector, where lasers are now routinely used for tasks such 
as metal cutting and welding. Lasers are also used by mili-
taries and law enforcement agencies to designate targets, 
or in rangefinders to determine distances. 

An attempt to develop ‘battlefield’ or ‘tactical’ laser weap-
ons  resulted in the development of laser weapons for 
anti-personnel use in the 1990s.7 Such laser weapons, 
which were designed to cause permanent blindness, were 
prohibited in 1995 under Protocol IV to the CCW8 before 
they were widely put to use. However, states pressed 
ahead with the development of laser systems for use 
against military hardware such as weapon platforms and 
vehicles, including unmanned aerial vehicles (UAVs or 
‘drones’), electronic equipment, and for missile defence, 
as well as so-called ‘dazzlers’, which target electronic sen-
sors with infrared or invisible light.9 They can also, when 
designed to emit visible light, be used against humans to 
‘dazzle’, temporarily blind or disorient.10

Lasers have a number of effects on targets, which can be 
used to military advantage. Their most basic effect is heat-
ing, though in most lasers this is not sufficient to cause 
damage to hardware protected by military armour. At lower 
intensities, lasers can be used to produce a targeted flash 
or continuous beam that temporarily blinds or ‘dazzles’. At 
higher intensities, they can create both heat and a 
mechanical impulse. Together, these properties can cause 
more extensive damage than when used alone.11 By heat-
ing a target, the beam can deform or melt a hole in it; if 
pulsed and at much greater momentary intensities, a 
beam can cause vaporization, which in turn delivers an 
impulse to the surface of a target,12 effectively transferring 
momentum to it and thereby damaging it through mechani-
cal means.

The technology of military lasers currently under develop-
ment falls into three broad categories: chemical lasers; 
electric-powered and solid-state lasers, including optical 
fibre lasers; and free-electron lasers, the newest and most 
complex.

× Chemical lasers are fuelled by a potentially toxic mix of 
chemicals that requires complex logistics to handle and 
transport, and which carries significant environmental 
and health risks.13 

× Electric-powered and solid-state lasers14 are more 
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stable and more easily transported, but are currently 
not very efficient as much of the energy required to 
produce a stable laser beam is lost as heat. Those 
working to further develop such lasers have struggled 
to develop sufficient cooling mechanisms to counteract 
this, though progress is being made.

× Free-electron lasers use a stream of electrons that 
passes through alternating magnetic fields to generate 
megawatt laser beams. They avoid both the difficulties 
of using chemical fuels (as in chemical lasers) and the 
issue of heat generation (as in electric and solid-state 
lasers), but they would be very big.

The recent advent of more portable and relatively cheap 
laser systems15 driven by developments in nanotechnolo-
gy,16 battery power and optical fibres, has renewed enthu-
siasm for DEW broadly and laser weapons in particular. 
Lasers require large amounts of power to affect a target,17 
but the necessary additional power generators and suffi-
cient cooling systems to counteract the thermal effects 
have traditionally taken up a considerable amount of 
space, space that combat-ready vehicles do not easily pro-
vide. On the other hand, lasers are not only increasingly 
portable, but more fuel efficient than they once were, and 
certainly less costly than their military alternative, often a 
missile.18 This has been reflected in the advancement of 
tests: the US Navy trialled its laser weapons system 
(LaWS) to shoot down a ScanEagle UAV in 2013 and, in 
November 2014, to target small high-speed boats, mark-
ing the first successful demonstration of the operational 
use of such a weapon. The defence ministries of the UK 
and Russia have also reportedly confirmed that they are 
channelling extensive funding towards the development of 
laser, electromagnetic and plasma weapons.19

Microwave and millimetre-wave radiation technologies

Several militaries are already seeking to weaponize micro-
wave and millimetre-wave radiation20 technologies. 
Improvements in the underlying technology have enhanced 
the operational utility of electromagnetic weapons by 
making them more portable, improving the system’s power 
density (the amount of energy stored per unit of volume), 
extending the range of the weapons and increasing the 
power output.

Such weapons can be used to disable electronic systems, 
including those embedded in military hardware and 
equipped with traditional electromagnetic pulse shielding. 
They work by bombarding the electronic systems that 
power or guide such military hardware with energy pulses 
that cause them to overload and shut down. China, Russia 
and the US are all reported to be actively pursuing the use 
of this technology in their military arsenals.21 One Chinese 
microwave weapon, which recently won China’s National 
Science and Technology Progress Award, is reportedly por-
table enough to be transported by standard military land 

and air vehicles.22 It is also reported that the US has suc-
cessfully tested one such weapon, CHAMP (the Count-
er-electronics High-powered Microwave Advanced Missile 
Project), an air-launched cruise missile with a high-power 
microwave payload.23 Other microwave systems have been 
developed for use against missiles, improvised explosive 
devices (IEDs) and military vehicles. 

Alternatively, weapons using millimetre waves (often, 
somewhat confusingly, called ‘microwave weapons’ in 
news reports) can be used against people by heating the 
skin to intolerably painful temperatures. Such weapons are 
envisaged for use in crowd control and dispersal, as well 
as at checkpoints and for perimeter security, but could 
have a wide range of applications. China has already devel-
oped such a weapon, commonly known as Poly WB-1, 
which will reportedly be used by its navy.24 The best-known 
example, however, remains the US Active Denial System, a 
millimetre-wave source that produces an intense burning 
sensation in the skin, but leaves no visible mark. It was 
reportedly deployed in Afghanistan, but later withdrawn 
due to practical difficulties and concerns over how the use 
of the weapon might be perceived.25

Particle beams

During the Cold War, the US and USSR explored particle 
beam weapons for use both in the atmosphere and in 
space, but eventually abandoned the research as unfeasi-
ble for military application.26 Particle beam weapons are 
closer to conventional kinetic weapons than laser or elec-
tromagnetic wave weapons in that they rely on kinetic 
energy. But instead of projectiles, they fire atomic or 
sub-atomic particles at a target with the aim of disrupting 
or destroying that target’s molecular or atomic structure. 
Essentially, they rapidly heat the target’s molecules and/or 
atoms to the point that the target material explodes; in 
their effects, they have been likened to lightning bolts.27 
These weapons can be divided into two types: weapons 
that use particles (for example, electrons or protons) that 
possess an electrical charge, which are suited for use 
within Earth’s atmosphere, and neutral-particle beam 
weapons, made up of particles that are electrically neutral, 
which are better suited for use in space. Because of the 
way in which particle beams interact with a target, applying 
extra layers of protective material is unlikely to limit the 
damage inflicted.

The technology behind them – particle accelerators28 – 
has been used for scientific research, including as colliders 
in the field of particle physics, and in a range of industrial 
and civilian applications including medical treatment. As 
yet, however, they have not been extensively developed as 
a weapons technology due to a number of technical chal-
lenges that make them impractical, not least the lack of 
weapon-grade and portable accelerators. To work in 
Earth’s atmosphere, they would need an extremely large 
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power supply. To work in space, they would require the 
ability to very precisely control the characteristics of the 
beam generated. Charged-particle beam weapons using 
current technology would also need to be large fixed instal-
lations, making them vulnerable to attack and rendering 
them of limited military use.29 Thermal and electrostatic 
‘blooming’ (a process by which the beam becomes distort-
ed or diffused) and the difficulties of beam control have 
also curbed their current utility. According to one analysis, 
the ‘size, weight, power constraints and inherent complexi-
ty’ of neutral-particle beam weapons means that they are 
unlikely to ‘see the light of day before 2025’.30

Many of these challenges – including generating enough 
energy, difficulties of focus and control, high costs and lack 
of portability – are shared across DEW. Key technical and 
financial barriers to their military operationalization 
remain, but progress is rapidly being made towards over-
coming these, facilitated not just by direct investment, but 
also by significant advancements in a wide range of other 
technologies, most notably energy-generating and ener-
gy-storage technology, nanotechnologies and materials 
sciences. At the same time, other complementary technol-
ogies – for example, advanced image recognition that 
gives finer details of a target, thereby enabling the place-
ment of a beam on the target’s most vulnerable point – 
are increasing the combat utility of weapons that would 
rely on energy beams.

ADVERSE EFFECTS AND RISKS

DEW have not yet been widely used in conflict or other 
settings, but there is some research available on their 
effects – from accidents, worker protection and published 
military investigations.31 DEW by their nature operate with 
varying intensities, and the duration of exposure and other 
physical and operational factors can produce a wide range 
of effects, from barely noticeable to deadly. Their technical 
characteristics, however, do raise a number of concerns 
over human physical and psychological welfare, as well as 
potential damage to civilian infrastructure.

The technologies behind DEW can be used to produce 
damaging physical effects, both in the short term and 
potentially in the long term, where questions remain over 
the long-term negative health effects of exposure and the 
effects of such exposure on individuals with pre-existing 
health conditions. In terms of immediate effects, lasers 
can produce anything from a glare or slight warming of the 
skin to blindness and severe skin burns.32 Pulsed 
high-power lasers can produce plasma in front of a target, 
which then creates a blast wave with subsequent blunt 
trauma.33 Even low-power laser weapons that are intended 
to temporarily blind or ‘dazzle’ can cause eye damage if 
used for extended periods or if the target is too close.34 
Electromagnetic radiation weapons can penetrate clothing 
to heat a person’s skin, causing pain and potentially severe 

burns;35 particle beam weapons can be expected to pro-
duce significant and potentially deadly burns as well as 
other injuries, including some consistent with ionizing radi-
ation.36 The one known instance of injury caused by a 
single hit from a higher-intensity particle accelerator result-
ed in the beam burning a hole directly through a physicist’s 
skin, skull and brain. Though he survived through luck (the 
beam missed crucial parts of his brain), longer-term 
effects – many of them consistent with the radiation side 
effects seen in, for example, cancer treatments – included 
fatigue, loss of hearing, seizures and partial facial paraly-
sis.37

There is little publicly available research on the anticipated 
psychological effects of DEW. They are likely to vary 
depending on individual vulnerability and state of health, 
the nature of the target and the context – for example, 
whether such weapons are used for policing a crowd in the 
open, in a confined space or in a battlefield situation – and 
the degree to which those people affected by the weapons 
understand what is happening and have training in how to 
anticipate and counter their effects. Electromagnetic radia-
tion weapons have, to date, reportedly only been tested on 
trained soldiers; how civilians will react to the sensation of 
intolerable heating of the skin or to the disorienting effect 
of ‘dazzler’ lasers is unknown, but it is not unlikely that the 
use of such weapons against civilians or forces unfamiliar 
with them would cause significant panic and perhaps sub-
sequent injury.  It is also likely that the use of invisible 
‘rays’ as a mechanism for causing harm would raise ethi-
cal and political concerns in some societies.

DEW, and particularly those that use electromagnetic 
pulse technology to overload or disrupt electrical systems 
and high-technology microcircuits, also present risks 
beyond those of direct physical and psychological harm. As 
critical civilian infrastructure increasingly relies on connect-
ed electronic and satellite technology, the impact of an 
electromagnetic pulse (EMP) device (also known as an 
‘E-bomb’) has the potential to cause propagating failures 
in power, transport and communications networks.38
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GOVERNANCE AND REGULATION

DEW are not authoritatively defined under international 
law, nor are they currently on the agenda of any existing 
multilateral mechanism.  Nevertheless, there are a number 
of legal regimes that would apply to DEW. These range 
from national civilian-use regulations and guidelines to 
international humanitarian law (IHL) and human rights law 
that would constrain or preclude their use in certain situa-
tions.

The prospect of DEW raises questions under several 
bodies of international law, most notably those that place 
restrictions on the use of force. Some DEW are classified 
as ‘non-lethal’ or ‘less-lethal’ weapons, with proponents 
setting them apart from ‘lethal’ weapons.39 In the civilian 
sphere, the sale, power and use of the technologies behind 
DEW – lasers, microwave beams and particle accelerators 
(and, in particular, ionizing radiation) – are all regulated to 
varying degrees,40 suggesting that their potential to cause 
damage to human health has already been recognized 
under domestic legal regimes.

Human rights concerns over DEW primarily relate to the 
rights to life, health, freedom of assembly (particularly in 
the case of weapons that could be used for crowd control 
such as millimetre and microwave weapons), and the pro-
hibition on cruel, inhuman or degrading treatment. Certain 
DEW are designed to act silently and invisibly – such as 
millimetre-wave weapons, which cause severe pain without 
necessarily leaving visible marks or physical evidence of 
their use – making their abuse easy to conceal and raising 
concerns about accountability for harm done and the avail-
ability of an effective remedy to victims. Depending on the 
width of beam used, they also risk adversely affecting 
bystanders.41

According to the 1990 UN Basic Principles on the Use of 
Force and Firearms by Law Enforcement Officials (BPUFF), 
an authoritative statement of international rules governing 
use of force in law enforcement, ‘the development and 
deployment of non-lethal incapacitating weapons should 
be carefully evaluated in order to minimize the risk of 
endangering uninvolved persons, and the use of such 
weapons should be carefully controlled’.42 This applies to 
the use of DEW for law enforcement, both during and out-
side of armed conflict, and irrespective of whether the 
weapons are used by police or military actors. Similarly, 
according to IHL – the primary legal regime that would 
govern the use of DEW for the conduct of hostilities – the 
right of the parties to the conflict to choose methods or 
means of warfare is not unlimited.43 Under Article 36 of 
API, states have an obligation to assess all new weapons, 
means or methods of warfare to see whether their employ-
ment would fall foul of their legal obligations in some or all 
circumstances.44

There is a wide range of IHL provisions that could act to 
bar or limit the use of DEW. One form of DEW – blinding 
laser weapons – has already been expressly prohibited by 
Protocol IV to the CCW.45 That instrument also requires that 
all feasible precautions, including practical measures, be 
taken in the employment of other laser systems to avoid 
permanent blindness to unenhanced vision,46 and a strong 
argument can be made that the Protocol in effect also 
prohibits the deliberate use of other laser systems to 
blind.47 However, the definition of ‘permanent blindness’ 
used in the Protocol may not accord with a modern under-
standing of ‘visual impairment’.48 It was already criticized 
as unscientific at the time of adoption, and states parties 
foresaw that it could be reconsidered in the future, taking 
into account scientific and technological developments.49

Despite claims regarding the accuracy of DEW, questions 
remain around the ability to target certain DEW at a specif-
ic military objective,50 in compliance with the IHL rule of 
distinction and the prohibition of indiscriminate attacks.51 
Potential effects such as burning, eye damage or radiation 
sickness may raise concerns under the prohibition of caus-
ing superfluous injury or unnecessary suffering.52 Such 
non-kinetic mechanisms of harm have historically provided 
grounds for concern regarding the acceptability of weap-
ons. It is also questionable whether the intentional and 
unintended harm occasioned by the use of a DEW can be 
properly assessed, a requirement for compliance with the 
rules on proportionality and on precautions in attack.53

International environmental law may also be implicated in 
the use of certain DEW. Protection of the environment 
during armed conflict is increasingly emphasized as tech-
nological developments in new weaponry present new 
threats to the natural world.54 In May 2016, the UN Envi-
ronment Assembly agreed a resolution stressing the impor-
tance of environmental protections during armed conflict 
and urging states to comply with IHL environmental protec-
tions. Chemical lasers in particular may raise concerns 
under environmental law, due to their use of a toxic mix of 
chemicals to power the beam – chemicals that present a 
significant hazard in the case of an accident or if left aban-
doned.

DEW have been envisioned for use in outer space as well 
as within Earth’s atmosphere, primarily as a form of direct-
ly attacking space assets such as satellites. The use of 
weapons in outer space is regulated by the 1967 Outer 
Space Treaty, which states that all use of outer space must 
be ‘in accordance with international law’. DEW designed to 
deliver an electromagnetic blast or to target satellites raise 
concerns due to their potential impact on civilian infra-
structure. Important questions remain about how the 
restrictions and prohibitions that could apply to DEW 
under, for example, IHL, would apply to their use in outer 
space. 
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Given the potential adverse effects of DEW and the uncer-
tainties around their further development, a precautionary 
orientation, both politically and under international law, is 
warranted. Such an orientation should seek to address the 
questions and concerns that arise relating to the estab-
lished norms and principles of IHL and international 
human rights law, as well as other bodies of law such as 
environmental and space law. As state use of DEW in mili-
tary and domestic law enforcement operations increases, 
prompt action will be needed to ensure the risks they pres-
ent to human health and dignity are adequately recog-
nized, assessed and protected against.

Whether combat-ready DEW systems are a fast-approach-
ing reality or remain a more distant proposition, these 
advances will need careful and comprehensive scrutiny in 
order to understand their potential humanitarian and other 
impacts. Yet they are not currently being actively consid-
ered on the agenda of any existing international  
mechanism. 
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HYPERSONIC WEAPONS

DISCUSSION PAPER FOR THE CONVENTION ON 
CERTAIN CONVENTIONAL WEAPONS (CCW)

GENEVA, FEBRUARY 2019

Hypersonic weapons have in recent years attracted atten-
tion from militaries, governments and, increasingly, multi-
lateral institutions following reports of successful prototype 
testing. In 2018, the UN Secretary-General highlighted 
hypersonic glide vehicles and cruise missiles in a report 
on the role of science and technology in the context of 
international security and disarmament, and called on the 
international community to ‘remain vigilant in understand-
ing new and emerging weapon technologies that could 
imperil the security of future generations’.1 The develop-
ment of hypersonic weapons is said to pose a challenge 
to strategic missile defences and raise wider international 
security concerns due to their ‘considerable potential to 
further complicate strategic relations, encourage new arms 
competition and endanger stability’.2 

Several modern militaries are currently working to devel-
op hypersonic weapons, which after decades of research 
could soon be fielded in significant numbers.3  Predictions 
over how quickly this may occur, absent any multilateral 
efforts to curb or halt the weaponization of hypersonic 
technology, vary.4 NATO has commented that ‘the systems 
being developed and tested today are mature enough to 
lead us to believe they will be fielded in the foreseeable fu-
ture’.5  Hypersonic glide vehicles could be deployed within 
five years.6

‘Hypersonic’ is generally understood to refer to flight within 
the atmosphere at speeds above Mach 5 (five times the 
speed of sound), or above around 6,100 km per hour. One 
focus of military interest is hypersonic missiles that can 
travel at approximately 5,000 to 25,000 km per hour (or 
between 1.4 and 7 metres per second)7 – up to 25 times 
faster than a standard airliner.

The development and potential future deployment of hy-
personic weapons illuminates a number of broader themes 
and questions that deserve attention from the perspective 
of multilateral weapons control, including within the frame-
work of the Convention on Certain Conventional Weapons 
(CCW), a ‘hybrid treaty’ that sits at the intersection of arms 
control, disarmament and humanitarian law:8

× The development of hypersonic weapons is driving 
research and development of technologies to defend 
against them, including kinetic interceptors, electro-
magnetic railguns and high-power lasers,9 which may 
also have potential uses as offensive weapons,10 in turn 
spurring further armament reaction cycles. Hypersonic 
weapons are also more expensive than existing alter-
natives. This has implications for international stability, 
security, peace and sustainable development.
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× In certain scenarios, hypersonic weapons may provide 
less time to respond, compared to existing cruise and 
ballistic missiles. This can be expected to compress de-
cision time, contributing to the trend towards increasing 
reliance on artificial intelligence, both to inform human 
decision makers and to automate certain processes,11 
raising concern about the risk inherent in decision-mak-
ing under time pressure. Speed of action is a common 
thread in the hypersonic and autonomous weapons 
debates.

× Both nuclear and conventional hypersonic weapons 
affect nuclear stability and thereby international peace 
and security. This complicates efforts aimed at prevent-
ing or limiting these weapons, but also offers additional 
avenues and opportunities for multilateral control.

× Hypersonic weapons are likely to increase the risk of 
pre-emptive strikes, accidents, miscalculations, conflict 
instability and rapid conflict escalation due to their 
potential to shorten decision times and the nuclear 
ambiguity surrounding them, among other reasons. The 
introduction of hypersonic weapons risks undermining 
long-standing arms control and disarmament efforts in 
various domains.

× These factors underscore the need to consider the 
wider arms control and disarmament implications of 
specific weapon developments, and to consider the 
intersections of categories used to delimit the scope of 
multilateral weapons control mechanisms. These tend 
to approach different weapons largely in isolation from 
each other, creating potential gaps or responses that 
inadequately account for cross-cutting issues.

× There is no shortage of suggestions for the control of 
hypersonic weapons. What has been missing thus far 
is the political will to take them forward. As with other 
(emerging) weapon technologies, progress in this 
regard does not only require agreeing on where to draw 
the line between the acceptable and the unaccept-
able on technical grounds.12 It is also calls for efforts 
to conceptualize the issue and organize policy work in 
such a way that those who risk being affected by these 
weapons are empowered to take measures for their 
control.

CURRENT STATE OF PLAY

The development of hypersonic technologies for military 
use has been pursued by states since the 1940s, when 
attempts to establish space-ready vehicles produced the 
first piloted supersonic aircraft flight to break the sound 
barrier, with several decades of research programmes that 
at best produced mixed results.13 Scientific and technologi-
cal advances in recent years have, however, made practi-
cal hypersonic weapons appear to be within reach. Most 

prominently, China, Russia and the US have pursued, and 
claimed varying successes in the testing of, hypersonic 
missiles.14

There are currently two primary streams of development in 
hypersonic weapons: 

× Hypersonic glide vehicles (HGVs)15  are typically 
launched by rocket into the upper atmosphere and re-
leased at an altitude of between 40 and 100 km from 
where they glide to their target at hypersonic speed. 
HGVs have a reach comparable to ballistic missiles 
but they fly at a lower altitude, and a negligible portion 
of their flight path follows a ballistic trajectory.16 This 
results in the time between detection by ground-based 
sensors and impact being shorter compared to a ballis-
tic missile’s re-entry vehicle.17  HGVs are manoeuvrable 
during their glide phase and can be redirected in flight 
to a different target than initially planned.18

× Hypersonic cruise missiles (HCMs), sometimes re-
ferred to as ‘air-breathing cruise missiles’, are powered 
during their entire flight. They need to be accelerated 
to a speed of Mach 5 before an advanced jet (ramjet, 
scramjet) engine can take over to maintain speed.19 
HCMs could be ground-, air- or ship-launched and 
would likely fly at an altitude of 20 to 30 km,20 beyond 
the reach of most current air-to-surface missile defence 
systems. They could reach targets that are 1000 km 
away within minutes.

In addition, missile systems, such as Russia’s Iskander-M, 
that feature aerodynamic manoeuvring at high-superson-
ic speeds or manoeuvring ballistic missile warheads are 
sometimes described as hypersonic.21 Projectiles fired 
from electromagnetic or powder guns may also reach 
low-hypersonic speeds. These applications may complicate 
the debate and potential regulatory efforts regarding hyper-
sonic weapons but are beyond the scope of this paper.22

In the US, current attempts to develop hypersonic weap-
ons began in 2003 under the Conventional Prompt Global 
Strike programme, which seeks to develop a system that 
can deliver a precision-guided airstrike anywhere in the 
world within one hour.23 In 2018, the Pentagon indicated 
that the US Army, Navy and Air Force would work together 
to develop and deploy a common hypersonic glide vehicle 
by the early 2020s.24

Information on defence technology developments in states 
other than the US tends to be less available, with pro-
grammes shrouded in secrecy, but reports suggest that 
in November 2017, China flight-tested a hypersonic glide 
vehicle, the DF-17, which is predicted to reach operational 
capacity in 2020. Russia’s version of a hypersonic cruise 
missile, the ship-based 3M22 Zircon/Tsirkon, is report-
ed to be at a similarly advanced stage of development 
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with successful tests in late 2018.25  In December 2018, 
Russia also successfully tested its ‘Avangard’ system, 
which will reportedly be deployed in 201926 and has been 
described as a nuclear-capable long-range hypersonic 
glider.27  Over 20 additional states, including France, India, 
Australia, Germany and Japan are now thought to be pur-
suing the technology for military purposes.28

Hypersonic weapons are expected to combine significantly 
higher speeds with enhanced manoeuvrability. They would 
enable offensive missile strikes to destroy targets at great 
distances. They are designed to operate at altitudes that 
make them particularly ‘difficult to detect, either from 
the ground, because of the limited viewing angle, or from 
space because of background clutter’,29 and therefore 
offer a way of circumventing current advanced defence sys-
tems built to intercept ballistic missiles.30 As one analyst 
has summarized, ‘[t]hey are able to evade and conceal 
their precise targets from defences until just seconds 
before impact. This leaves targets with almost no time to 
respond.’31

There is, however, considerable ambiguity regarding pre-
cise goals,32 – in certain cases purposefully maintained 
by some and severely criticized by others – especially 
regarding their role in nuclear war and deterrence (‘nucle-
ar ambiguity’).33 This uncertainty adds to the difficulty of 
assessing from public information the targets and warhead 
types under development. HGMs and HCMs could be 
equipped with a nuclear or conventional (explosive) war-
head and they could damage certain targets by way of their 
high kinetic energy alone.34 Some commentators therefore 
describe hypersonic weapons as ‘most appropriate for 
hard and deeply buried targets’.35 Others deem hypersonic 
weapons most suited for use against ‘fixed, soft targets’.36 
Among the diverse targets mentioned by commentators 
are command and control centres and bunkers, radar and 
surveillance systems, missile launch vehicles37 and other 
‘strategic’ assets,38 as well as island bases, shore facilities 
and ships,39 including ships in ports.40

Though the technology is being developed and refined, 
notable technical barriers remain to the operationalization 
and deployment of hypersonic weapons.41 In addition to 
these technical challenges, questions remain about the 
economic viability of hypersonic weapons programmes, 
which thus far have proven hugely expensive to fund.42 The 
altitude at which they are designed to fly makes in-at-
mosphere testing, modelling and simulation difficult and 
costly, not least because hypersonic wind tunnels need to 
be constructed and engineered to produce flight-represen-
tative conditions.

ADVERSE EFFECTS AND RISKS

Concerns about hypersonic weapons centre on their impli-
cations for international stability, security and peace. For 
states relying on advanced missile defence systems (and 
by extension, their allies), hypersonic missiles represent a 
circumvention of their systems. This is motivating an effort 
to extend capabilities to intercept hypersonic weapons, 
including the development of directed energy weapons and 
deployment of space-based sensors, with space weapons 
potentially to follow.43

Furthermore, the operationalization of hypersonic weapons 
could negatively affect the security of all states and popu-
lations. Key concerns include:

× The difficulty of predicting the trajectory and target of a 
hypersonic weapon and the possibility of fitting it with a 
nuclear or a conventional warhead could increase the 
risk of mistaking a conventionally-armed missile for a 
nuclear-armed one or associating it with a completely 
disarming attack. This could prompt states to put their 
militaries on a ‘state of hair-trigger readiness’.44  It 
could also lead to a greater tendency to use pre-emp-
tive strikes against states that possess hypersonic 
technology or induce ‘a reconsideration of traditional 
second-strike calculations’.45 Attempts by states to 
develop effective defence systems against hypersonic 
weapons may increase the militarization of space.46 
Taken together, these dynamics would increase conflict 
instability and the risk of rapid conflict escalation, 
run counter to de-alerting efforts and undermine 
long-standing arms control and disarmament efforts.

× The compressed timeline for decision-making forced by 
hypersonic weapons could further reduce states’ ability 
to exert a measure of control over the escalation of 
tensions and conflict and increase the risk of miscalcu-
lations and accidents. It could also erode democratic 
control and oversight of uses of force, as there is a risk 
that the need to react swiftly incites some states to 
move authorization to conduct military strikes down the 
chain of command.

× A costly hypersonic weapons-driven arms race could 
also undermine the achievement of the Sustainable 
Development Goals.
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GOVERNANCE AND REGULATION

No multilateral weapons control body has thus far giv-
en hypersonic weapons focused attention47 despite the 
enthusiasm generated in certain quarters and widespread 
agreement among arms control experts that the develop-
ing arms race in hypersonic weapons is wasteful, desta-
bilizing and dangerous.48 Tackling hypersonic weapons is 
complicated by the dynamics of both nuclear and con-
ventional arms control, and challenges facing multilateral 
missile control.49

There are, however, a number of existing regulatory 
frameworks that limit the use of, as well as other activities 
involving, hypersonic weapons:

× Although there is no universally accepted norm or 
instrument that governs missiles in all their aspects, 
multilateral regimes to control access to missile 
technologies with a view to maintaining international 
stability or security offer some controls on hyperson-
ic weapons. An example is the Missile Technology 
Control Regime (MTCR), a politically binding agreement 
subscribed to by 35 states with the aim of limiting the 
spread of missiles and other unmanned air vehicles 
capable of delivering biological, chemical or nuclear 
payloads.50  The MTCR Annex Handbook 2017 men-
tions ‘hypersonic glide vehicles’ as one potential type of 
Manoeuvring Re-entry Vehicle (MARV) controlled under 
Category I.51 However, Category I only captures re-entry 
vehicles ‘if they meet the criteria of a 500-kg payload 
and a greater than 300-km range and are not designed 
as a peaceful payload’.52 As hypersonic weapons can 
inflict damage with a small conventional payload or 
their kinetic energy alone, many types may fall below 
this weight threshold.53 In addition, certain countries 
developing hypersonic weapons, like China, do not 
participate in the regime.54

× The use of hypersonic missiles is, in any case, subject 
to international legal rules on the resort to force by 
states (jus ad bellum) and constrained by the rules of 
international humanitarian law governing the conduct 
of hostilities. Certain scenarios involving hypersonic 
weapons, such as their use ‘to interdict illicit transfers 
of nuclear weapons, material, or technology among 
rogue states, terrorist groups, and criminal networks’55 
raise concerns regarding compliance with Article 2(4) of 
the UN Charter and peremptory norms of customary in-
ternational law.56  Consideration should also be given – 
including in the legal review of new hypersonic weapons 
57 – to how the use of hypersonic weapons affects the 
protection of civilians against the effects of hostilities,58  
notably in light of concerns regarding their ‘inadequate 
precision’.59

× The threat or use of hypersonic weapons with a nuclear 
warhead would ‘generally be contrary to the rules of in-
ternational law applicable in armed conflict, and in par-
ticular the principles and rules of humanitarian law’.60 
Like other nuclear weapons, they would be prohibited 
under the 2017 Treaty on the Prohibition of Nuclear 
Weapons (not yet in force) and limited by the Nuclear 
Non-Proliferation Treaty (NPT), nuclear weapons free 
zone treaties and other nuclear disarmament and arms 
control instruments.

Arms control experts from different schools of thought 
have voiced concern that hypersonic weapons might 
threaten international stability and/or security and have 
suggested avenues to either prevent their emergence or 
deployment or to control their possession or limit their use:

× Ghoshal considers that a complete ban on hypersonic 
weapons would be the ‘ideal’ and ‘the only solution 
viable for preventing proliferation challenges in future’, 
but acknowledges that such a ban may not be accepted 
by states who have invested heavily in these weapons 
already.61

× Based on the premise that states would not make 
substantial investments in or rely on untested hyper-
sonic weapons, Gubrud has proposed an international 
hypersonic missile test ban,62  starting with an informal 
moratorium among those countries currently pursuing 
this technology.63 A similar proposal was subsequently 
advanced by a US Air Force officer.64  Aune et al consid-
er a test ban to be the ‘best mechanism for control’,65 
but questions have been raised about unequal ac-
cess to the means of verification, possible impacts on 
civilian (peaceful) applications of hypersonic technol-
ogies,66 the risk of replicating or further entrenching 
power imbalances between have and have-not states, 
and the willingness of states that have dedicated large 
sums towards the development of hypersonic weapons 
to support a test ban.67

× A targeting ban has also been suggested, either as 
a unilateral risk reduction measure by which a state 
would refrain from developing strategies that involve 
using hypersonic missiles against nuclear targets and 
command, control and communications centres,68 or as 
multilaterally agreed limitations on targets or mis-
sions assigned to hypersonic weapons.69 Similarly, Pod-
vig suggests banning nuclear launched cruise missiles 
or nuclear boost-glide systems to eliminate ‘nuclear 
ambiguity’.70 Whereas this may help to increase nuclear 
stability and reduce the risk of inadvertent escalation 
and miscalculation, it does not prevent the emergence, 
deployment and spread of hypersonic weapons. These 
measures may also be perceived as being directed only 
at those states that acknowledge a nuclear role for 
hypersonic weapons, letting others ‘off the hook’.
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× Various non-proliferation measures have also been 
proposed. Aune et al suggest an agreement modelled 
after the NPT, ‘where non-hypersonic states agree 
to not pursue the technology, and existing hyperson-
ic states agree to keep the hardware and expertise 
required for hypersonic technology to themselves’.71 
In a recent report for RAND Corporation, Speier et 
al propose an initial tripartite agreement between 
Russia, China and the US to limit the proliferation of 
certain hypersonic technologies, followed or paralleled 
by an agreement by a broader set of states on export 
controls, within or outside of the MTCR.72 More or less 
far-reaching amendments to the MTCR and similar 
instruments have also been proposed.73 Speier et 
al recommend a policy of export denial for complete 
hypersonic delivery vehicles and major subsystems 
coupled with a policy of case-by-case export reviews 
for scramjets and other hypersonic engines and 
components, fuels for hypersonic use and relevant 
sensors, navigation, communication, simulation and 
testing equipment.74 Siddhartha suggests including 
‘Lifting Bodies’ or ‘Hypersonic Gliders’ and certain of 
their components among the controlled items.75 Van 
Ham proposes broadening the scope of the MTCR to 
control ‘Weapons of Mass Effect’ (rather than mass 
destruction) so as to cover ‘hypersonic kinetic energy 
weapons’.76 Whereas there is some optimism about the 
effectiveness and political feasibility of export controls 
on hypersonic missiles,77 non-proliferation measures 
are always vulnerable to the criticism of replicating the 
oft-resented ‘haves and have-nots’ dynamics,78 and 
only partially address the destabilizing potential of 
current hypersonic weapon developments. They do not 
prevent further development of hypersonic capabilities 
by states already engaged on this path and other states 
may therefore be unwilling to forego potential future 
acquisition.

× Zhao has suggested that hypersonic weapons should 
be ‘accounted for’ in arrangements limiting or reduc-
ing strategic arms,79 for example, within the framework 
of the successor to the New Strategic Arms Reduction 
Treaty (New START) concluded between the US and 
Russia and expected to last into 2021.80 This would go 
some way in addressing the risks of ‘entanglement’ of 
conventional and nuclear aspects, but bilateral agree-
ments do not bind other relevant states, and there 
appears to be limited appetite for such cooperative 
measures between the US and Russia at present.81

× Others have emphasized the importance of confi-
dence-building measures similar to those pursued 
with regard to ballistic missiles, such as giving advance 
notice of tests, placing restraints on the location of 
tests and specifying ‘that hypersonic missiles will be 
used only with non-nuclear warheads’,82 and have iden-
tified transparency measures such as data exchanges 
and notifications as realistically achievable options.83 

× The organization of an international conference to 
discuss the issue has also been proposed,84 and the 
Secretary-General has tasked the UN Office for Disar-
mament Affairs and the UN Institute for Disarmament 
Research to study the peace and security implications 
of long-range conventional weapons, including those 
using hypersonic technologies, to enable his Advisory 
Board on Disarmament Matters to ‘make practical 
recommendations for arms control measures’.85

Despite some shortcomings, these proposals point to 
valuable avenues to explore, in combination or individually. 
Inaction risks complicating other arms control endeavours, 
especially in relation to nuclear disarmament, missile 
control and efforts to restrain the weaponization of outer 
space.86 Generating the political will to move forward is, 
thus, critical. At present, there is a tendency to expect that 
a small number of states – those who actively pursue the 
development of hypersonic weapons – champion control 
initiatives. This leaves the majority of states and other 
actors without a stake in the debate despite the fact that 
the effects of hypersonic weapons will be felt by states 
and communities worldwide. Recognizing how hypersonic 
weapons threaten our common security may help mobilize 
political will to move forward. As the UN Institute for Disar-
mament Research (UNIDIR) and the UN Office for Disar-
mament Affairs (UNODA) underline in a recent report: ‘it is 
feasible and desirable for States to pursue a multilateral 
process that would address issues related to the develop-
ment of hypersonic weapons’.87
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NANOWEAPONS

DISCUSSION PAPER FOR THE CONVENTION ON 
CERTAIN CONVENTIONAL WEAPONS (CCW)

GENEVA, NOVEMBER 2017

Nanomaterials have the potential for significant and 
diverse impacts on human society.1 Better energy storage, 
more rapid computations and lower power consumption 
are but a few innovations that can lead to considerable 
improvements in devices and products.2 Nanomaterials 
also have potential applications in the military and secu-
rity sectors. Suggested developments include garments 
designed to increase soldier survivability3 and camouflage 
against thermal detection,4 as well as new weapons and 
surveillance technologies.5

This bulletin provides an introduction to possible military 
uses of nanomaterials and suggests some areas of con-
cern, notably:

× Novel or poorly understood mechanisms of harm and 
new ways of applying force (e.g. using genetic markers 
as a tool for targeting) may challenge existing values, 
norms and instruments (e.g. the principle of humanity, 
the prohibitions on indiscriminate attacks and superflu-
ous injury or unnecessary suffering, or on blinding laser 
weapons).

× At a conceptual level, certain developments could fall 
between the boundaries of multilateral weapons con-
trol instruments. This is because the use of nanomate-
rials can challenge the distinctions and categorizations 
by which regulatory instruments and control regimes 
are articulated (e.g. between conventional weapons 
and weapons of mass destruction). 

× At a practical level, certain developments may negative-
ly impact disarmament and arms control. For example, 
nanomaterials or nanodevices (e.g. metal-less firearms, 
miniaturized weapons) may escape existing verifica-
tion techniques. This may lead to a loss of trust in the 
effectiveness of multilateral weapons control regimes 
in securing international peace and security. 

Based on this, the paper recommends that High Contract-
ing Parties to the Convention on Certain Conventional 
Weapons (CCW):

× monitor developments in nanotechnologies and assess 
how potential military uses of nanomaterials may chal-
lenge existing restrictions or prohibitions on weapons, 
or impact national and human security, peace and 
international security, arms control and disarmament;
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× examine the how certain effects from nanomaterials 
should be considered in relation to existing Protocols 
of the CCW and make national interpretations where 
appropriate;

× explicitly include reference to nanomaterials in ongoing 
work, including in relation to weapons reviews in line 
with Article 36 of Additional Protocol I to the Geneva 
Conventions, and promote a precautionary approach to 
risks that such materials may present;

× cooperate with the Biological Weapons Convention 
(BWC), the Chemical Weapons Convention (CWC) and 
other relevant bodies, to ensure that nanomaterials 
are addressed by the legal regime appropriate to their 
effects;

× foster open dialogue and information exchange about 
military uses of nanomaterials and their potential im-
pacts.

WHAT ARE NANOMATERIALS?

The prefix ‘nano’ means one thousand millionth of a metre 
(1 nm = 10-9 m).6  Nanoparticles occur naturally in the envi-
ronment, such as in volcanic ash, and in some man-made 
substances, such as depleted uranium. What is new is the 
ability to deliberately create, manipulate or modify nano-
materials for specific ends.7 This is of interest because 
at nanoscale (below 100 nm)8 matter exhibits different 
reactive, optical, electrical and magnetic properties than at 
macroscale.

Nanomaterials also present profound challenges. Chemi-
cal, biological and physical properties merge at nanoscale, 
making some traditional regulatory distinctions uncertain. 
Furthermore, some materials are toxic at nanoscale even if 
their macro counterparts are not.9 Much has been written 
over the last decade about the regulation of nanotechnol-
ogies in general, but comparably little attention has been 
paid specifically to military applications and weapons.10

This bulletin considers possible applications of nanomate-
rials for military or security purposes, including weapons 
and combat systems where one or more parts is manipu-
lated artificially, or causes harmful effects, at nanoscale.

CURRENT STATE OF PLAY

The total global, private and public, investment in nano-
technology research and development has grown rapidly 
since the early 1990s,11 but research by the military 
remains mostly out of the public domain, although some 
states, including China, Germany, France, India, Israel, the 
Netherlands, Russia, Sweden, the UK and the USA are pub-
licly investing in nanotechnologies for military purposes.12

The literature cites a large array of potential military appli-
cations of nanotechnologies, claiming advantages related 
to better detection and surveillance as well as improved 
stealth and camouflage, cost- and fuel-efficiency, increased 
accuracy of weapon delivery and scalability of weapon 
effects, the greater destructive force of weapons as well as 
materials better able to withstand force. The bullet points 
below provide a partial list of some of the developments 
utilizing properties of nanomaterials (which may be at 
different stages from concept to development):13

× sensors that allow for improved reconnaissance, better 
sensory capabilities of weapons and munitions,14 and 
the detection, reduction and elimination of biological or 
chemical agents, or trace quantities of explosives;15

× pervasive, distributed nanoscale sensor nets with com-
putational and wireless communication abilities (‘smart 
dust’), potentially as components of an autonomous 
weapon system;16

× missiles, artillery projectiles or mortar rounds with 
reduced mass, greater destructive force, increased 
penetration capability, tailored energy release, smaller 
size or improved accuracy;17

× lighter and smaller firearms made of nanofibre com-
posites with low or no metal content, and ‘self-steering’ 
bullets equipped with optical sensors;18

× means of weapon delivery with reduced drag and in-
creased payload and range,19 nano-enhanced miniatur-
ized munitions, including for UAVs (drones), and nano- 
and micro-combat robots, enabling swarming;20

× improvements in solid-state and electric laser systems, 
making them mobile and readily deployable as a weap-
on;21

× novel chemicals and biological agents (potentially 
self-replicating);22

× Nano-implants in soldiers, brain-machine interfaces 
and manipulation of biological processes, for example 
to reduce fatigue, increase reaction time or alter per-
ceptions, emotions or thoughts.23

POSSIBLE ADVERSE EFFECTS AND RISKS

It has been argued that nanotechnologies may offer  
‘[w]hole new classes of accidents and abuses’.24 Aside 
from wider social and ethical issues,25 key military and 
security concerns regarding the use of nanomaterials 
include:

× Novel biochemical agents or toxic substances that 
can be difficult to detect and counter, and enhanced 
delivery mechanisms, as well further miniaturization, 
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could make the use of biological, chemical or nuclear 
weapons more feasible.26 An additional concern relates 
to the possibility of using genetic markers to target 
specific groups or individuals.27

× Some nano-enhanced technologies may affect strategic 
stability, for example by giving a distinct advantage to 
the offence. This may weaken belief in deterrence, raise 
the risk of escalation and accidental war and lead to an 
arms race.28

× Certain military applications of nanotechnologies can 
undermine existing control regimes and mechanisms by 
calling into question categories and boundaries around 
which regulations are articulated. The use of nanomate-
rials can challenge legal definitions of prohibited weap-
ons or acts,29 thresholds based on calibre, quantity, 
size or weight of an item,30 the distinction between con-
ventional weapons and weapons of mass destruction, 
and between ammunition/munitions and their means 
of delivery.31 The difficulty of detecting nano-engineered 
materials and devices (e.g. novel chemical agents or 
metal-free small arms) challenges transfer and prolifer-
ation controls and verification mechanisms.

× Nanoapplications offer the potential for inexpensive, 
ubiquitous and pervasive surveillance and intrusive 
methods of data gathering, raising both human and 
national security concerns.32

× Nano-engineered surveillance devices and weapons, 
potentially in large quantities, would likely be within the 
reach of individuals or groups (whether commercial or 
politically organized), due to easy access to raw mate-
rials and knowledge, and because there is no need for 
large production facilities.33

Another key concern is that very little is known about the 
short- and long-term effects of nanomaterials and the pos-
sible negative and unintended side effects for humans and 
the environment.34 Nanoparticles are able to traverse the 
gastrointestinal tract and lungs, and cross cell walls and 
the blood-brain barrier. Their unique characteristics may 
lead to unusual toxic effects that are different from those 
seen at a larger scale, and can complicate their detection 
and removal from human tissue, the air, water or soil.35 
Nanoparticles interacting with cells can disrupt cellular 
structures and/or processes essential for cell survival and 
induce DNA damage, which can lead to cancer or genetic 
abnormalities in reproductive cells.36 Risks may be gender- 
or generationally differentiated.37

GOVERNANCE AND REGULATION

A number of existing regulatory frameworks constrain 
military uses of nanomaterials. These include weap-
on-specific treaties already in place such as the 1925 

Geneva Gas Protocol, the 1972 BWC and the 1993 CWC. 
Together, these instruments ban nanomaterials of known 
toxic chemicals or biological agents, as well as nano-sized 
devices designed to deliver them,38 except where intended 
for prophylactic, protective or other peaceful purposes.39 A 
strong argument can also be made that the legal bans on 
biological and chemical weapons extend to nanomaterials 
with novel properties that affect life processes in ways 
analogous to known toxic chemicals and pathogens.40 
It has also been argued that using nanoparticles whose 
physical properties or accumulation in the human body 
injure at the cellular level without biochemical action, or 
nanorobots that are programmed to do this, may fall foul of 
the prohibition in international humanitarian law (IHL) on 
the use of poison and poisoned weapons.41

Furthermore, questions have been raised as to whether 
nanomaterials that are not readily detectable or removable 
from human tissue are compatible with the letter and spirit 
of 1980 CCW Protocol I, which prohibits the use of weap-
ons that primarily injure by non-detectable fragments;42 
whether miniaturized missiles and similar explosive projec-
tiles run counter to the prohibition on the use of exploding 
bullets;43 whether nano-enhanced lasers raise issues 
under CCW Protocol IV on blinding laser weapons;44 wheth-
er small armed robots undermine the effectiveness of ex-
isting strictures on landmines;45 and whether a nanodevice 
that is designed to kill or injure and functions unexpectedly 
when a person performs an apparently safe act, such as 
breathing, violates the prohibition on booby traps.46

IHL also limits the use of nano-enhanced weapons, means 
and methods of warfare. Fighters are protected against 
weapons, means or methods of warfare of a nature to 
cause superfluous injury or unnecessary suffering or that 
render death inevitable,47 as may be the case with nano-
material-induced health effects. Civilians ‘enjoy general 
protection against dangers arising from military opera-
tions’,48 which would include, for example, protection from 
hazardous nanoparticles released into the environment as 
a result of the degradation of armour or as components 
of surveillance networks. They are also protected against 
attacks employing a method or means of combat whose 
effects cannot be limited as required by IHL, for example, 
due to the release of hazardous particles.49 Precautions 
must be taken against such effects, including in the choice 
of weapons and targets, so as to minimize the danger to 
civilians.50

Additional restrictions derive from states’ duties under in-
ternational human rights and environmental law. Everyone 
is protected, at all times, against discriminatory targeting 
practices51 and acts of genocide,52  which may be facil-
itated by the ability to target at the DNA level. In light of 
the release of potentially hazardous nanoparticles during 
security or military operations, states must take measures 
to effectively protect the rights to life, health and food.53  
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In this regard, measures to prevent environmental damage, 
including in armed conflict, will be particularly important. 
Nanotechnology-enabled surveillance possibilities call for 
measures by states to protect the right to privacy.54 States 
should also anticipate that the difficulty of detecting nano-
materials or nanodevices is likely to exacerbate existing 
accountability challenges, especially where applications 
are tested on or used among populations that have limited 
recourse against their effects.

Given the potential for serious negative consequences, it is 
widely accepted that a precautionary approach is essen-
tial. Views diverge, however, on what that implies in prac-
tice. Some argue for a strict application of the ‘no data, no 
market’ principle,55 whereas others promote the develop-
ment of regulations or meta-regulatory tools to ‘help en-
sure the technology achieves its potential for good’.56 The 
public (scientific) debate on potential risks and hazards 
has, however, largely ignored military uses of nanomate-
rials. Although states have a legal obligation under IHL to 
review the compatibility of new weapons, means or meth-
ods of warfare with their international legal obligations,57 
such reviews suffer from well-known limitations and lack 
of implementation. There are also many open questions 
about their effectiveness when it comes to nano-enhanced 
weapons, means or methods of warfare.58

Many consider, therefore, that prompt action is required to 
govern the potential risks of nano-enhanced weapons and 
other military uses of nanomaterials. Proposals include:

× the creation of a new treaty or an arms control regime 
to devise limits and verification methods;59 

× amendments to existing instruments, notably the CWC 
and the BWC, or clarification of their provisions;60 

× clearer guidance and transparency for weapon re-
views;61

× and the development of guidelines and scientific proto-
cols to promote self-regulation by states and scientific 
communities.62
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SWARMS

DISCUSSION PAPER FOR THE CONVENTION ON 
CERTAIN CONVENTIONAL WEAPONS (CCW)

GENEVA, MARCH 2019

On 28 March 2019, the UK Government announced 
the awarding of 2.5 million GBP for the development of 
‘swarm squadrons of network enabled drones capable of 
confusing and overwhelming enemy air defences’.1 Such 
swarms exhibit autonomous behaviour and are pursued 
by several states, including to attack targets. The pros-
pect of ‘essentially unlimited numbers’ of weaponized 
mini-drones has raised fears of ‘scalable weapons of 
mass destruction’.2 The UK’s announcement thus lent a 
sense of renewed urgency to ongoing deliberations on 
‘lethal autonomous weapons systems’ in the framework 
of the Convention on Certain Conventional Weapons 
(CCW), especially as the UK continues to oppose legal 
restrictions on autonomous weapons in that forum.3

Inspired by swarms of insects, flocks of birds and shoals 
of fish, ‘swarming’ as a military tactic can be traced back 
centuries.4 More recently, technological advances have 
enabled the pursuit of swarms in the form of networked, 
mobile, autonomous munitions or robots (including un-
manned naval, ground or aerial vehicles (UAVs), also called 
‘drones’). Such swarms, composed of dozens, hundreds or 
thousands of potentially very small units could find appli-
cations in policing, counter-piracy, port security and similar 
operations.5 But this bulletin focuses on their potential 
applications in a military context, where swarms could fulfil 
a range of missions, in offensive, defensive and supporting 
roles.6

Defence analysts see the benefits of swarms mainly in 
their capacity to overwhelm enemy capabilities by their 
sheer numbers, as well as in their functioning as coordinat-
ed, distributed, autonomous systems. Proponents argue 
that they would ‘bring greater mass, coordination, intelli-
gence and speed to the battlefield’.7 To realize this vision 
of swarm warfare, they propose new paradigms of military 
organization and command and control. Among other 
issues, swarms thus raise questions about the quality of 
human control over the use of weapons and their effects 
– questions that intersect with the ongoing debates on 
autonomous weapons and on armed drones.

This bulletin briefly summarizes reported military advances 
in swarming technologies as well as recent policy commen-
tary on the topic. It flags potential risks from the perspec-
tive of international and human security and disarmament, 
and suggests some areas of concern. Some of these are 
relevant to the CCW, a ‘hybrid treaty’ that sits at the inter-
section of arms control, disarmament and humanitarian 
law:8
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× Swarms implicated in the detection, selection and 
attack of targets raise acute questions about human 
control over the use of force, as well as pressing legal, 
ethical, security and other concerns at the centre of the 
debate on ‘lethal autonomous weapons’. The emergent 
behaviour of swarms and the proposition that a single 
operator could control a potentially large swarm height-
ens these concerns.

× Swarms risk entrenching problems posed by the use 
of armed drones in present practice, including the ex-
pansion of armed force, patterns of humanitarian harm 
and challenges to the international rule of law.

× Swarms could take different forms that may not fit well 
into existing legal categories, creating uncertainty about 
the legal ramifications of their use. To prevent swarm 
development from eroding long-standing legal protec-
tions, states must reaffirm the central values enshrined 
in existing law and actively seek to clarify the legal and 
ethical boundaries in swarm development: agreed legal 
standards constraining autonomous weapons and 
armed drones are needed.

× Ongoing multilateral efforts aimed at the control of 
(armed) drones and autonomous weapons should 
attend to concerns raised by the prospect of swarms. 
They should also be attentive to how visions of swarm 
warfare may be drawn upon to undercut weapons con-
trol efforts in other areas.

CURRENT STATE OF PLAY

As a military concept, swarming – converging on a target 
from different directions simultaneously, either with fire or 
in force – has a long history.9 In recent years, some military 
analysts have argued for swarming to be recognized as a 
‘doctrine in its own right’.10 Contemporary visions of swarm 
warfare draw on networked military forms of organization 
and technological advances, notably in the fields of infor-
mation technologies, robotic systems, sensor networks 
and artificial intelligence. Central to this idea is the deploy-
ment of myriad, small, mobile, dispersed, autonomous 
units that are interconnected.11 From a US vantage point, 
the recent emphasis on swarms following a period of heavy 
reliance on high-tech, precision-strike, stand-off capabil-
ities, is often explained as a way of countering adversar-
ies’ increasing capacity to deny US forces access to and 
restrict movement within an area (anti-access, area-denial, 
A2/AD).12

Several militaries are working towards distributed, collab-
orative systems of interconnected robots that can move 
and act as an integrated entity capable of performing 
autonomously with only limited human intervention.13  

Such projects aim to harness the power of swarm intel-
ligence – the collective, global behaviour that emerges 
from the local interactions (sensing, communication, etc.) 

among decentralized and self-organized units and between 
these units and their environment.14  The units in a swarm 
cooperate to achieve a global task but operate without 
centralized control or global knowledge.15 Even when the 
interactions of swarm units are governed by simple control 
rules, the swarm as a whole can exhibit complex, emergent 
behaviours.16

In contrast to present-day remotely piloted, larger drones, 
swarming drones would be highly autonomous, flying them-
selves and coordinating their actions to avoid collisions 
and maintain swarm cohesion.17 One human operator 
could control an entire swarm as a single entity. According 
to Paul Scharre, ‘[h]uman commanders will need to control 
swarms at the mission level, giving overarching guidance, 
but delegating a wide range of tasks to autonomous 
systems’. He argues for a shift of human control to the 
swarm as a whole, respectively, to the mission level,18 and 
explores several possible command and control models.19

Swarms could be composed of identical units or incor-
porate units of different types and sizes. These can, for 
example, consist of rotary or fixed-wing UAVs, which could 
also collaborate with maritime or ground drones, as well 
as with manned platforms. Such drones could carry var-
ious payloads including jammers for electronic warfare, 
sensors, tear gas or explosive warheads. They could be 
reusable (yet expendable) or single-use. In a use of force 
context, swarms could serve as ‘multiple unmanned plat-
forms and/or weapons deployed to accomplish a shared 
objective’.20 The number of units in a swarm may vary, 
depending on its purpose. In current tests, swarms have 
incorporated from a couple to over 1000 units, but size 
could potentially extend further.

Analysts are discussing numerous potential applications of 
swarms in naval, air and land warfare, independently and 
in cooperation with other weapons systems. These include 
the following:

× Swarms could ‘act as agile mines to protect perime-
ters around military assets’.21 They also could serve to 
‘conduct … a siege by targeting all vehicular traffic into 
or out of a populated area’.22

× Swarms could ‘disperse over large areas to identify and 
eliminate hostile surface-to-air missiles and other air 
defenses’,23 assist in maritime interception or search 
for enemy submarines, aircraft carriers, fighter jets 
or other high-value targets, and launch ‘saturation 
assaults’ to overwhelm24 or ‘confuse, deceive or wear 
down enemy defences’.25

× Swarms could blanket an area with multiple sensors26 
and be used for intelligence-gathering, surveillance and 
reconnaissance.27 They could even be used to explore 
buildings and locate enemy combatants or civilians in 
‘cluttered and adversarial environments’.28
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× There could also be a role for swarms in acting as de-
coys with the aim of disorienting and disrupting attack-
ing forces or confusing or jamming enemy radars, or to 
infiltrate command networks to perform cyberattacks.29

× Explosive ordnance detection and disposal, as well 
as medical assistance and logistics resupply are also 
envisaged.30

Militaries expect a number of potential benefits from 
swarms. According to NATO, ‘swarms are scalable, tasks 
can be accomplished more quickly and they allow access 
to a broader set of sensors and tools’.31 By sheer force of 
numbers, swarms offer the potential to ‘saturate and over-
whelm’ enemy defences when focused against a single tar-
get or a few, or alternatively, disperse32 to ‘expand the total 
number of targets that a sortie could successfully take 
out’.33 Their numbers also mean that some units could 
be expendable, thus able to ‘serve as decoys, soaking up 
defensive fires and distracting attention from other swarm 
components’.34 Expendability depends somewhat on their 
cost, however, a point on which analysts’ expectations di-
verge.35 By acting collaboratively – particularly in different 
functions such as electronic attacks, decoys and jamming 
alongside kinetic strikes36 – proponents hope that swarms 
could ‘outsmart’ enemy forces. Whereas some commen-
tators highlight that swarms would be relatively ‘robust 
to failure’, due to their lack of a ‘critical command unit’,37 
others warn that swarms may be be particularly vulnerable 
to electronic interference due to the need of swarms units 
to communicate with each other.38

Though swarms have not yet been deployed in operations, 
they have attracted significant investment, research and 
development in a number of states. Considerable hurdles 
remain, however, before swarms could be viably fielded. 
Real-life conditions such as weather and wind turbulence, 
as well as the difficulties of long-range communication, 
can affect the performance of swarms, and questions 
remain over the stability of larger or high-velocity swarms.39 

Despite technological advances, developing cost-effective 
means with the speed, agility and range necessary for 
utility in combat operations remains a challenge. There 
are also unresolved conceptual and doctrinal issues,40 
and there is resistance to unmanned platforms in some 
quarters due to the (financial) resources their develop-
ment and maintenance diverts from manned systems, and 
because of deeper-ingrained cultural attitudes of military 
personnel.41

In spite of these hurdles and the difficulty of determining 
the precise pace and extent of technological develop-
ments due to military secrecy, it appears from open-source 
material that several states have made significant strides 
towards developing swarms of varying sizes. The UN Sec-
retary-General warned in a recent report that ‘the wide-
spread availability of [sophisticated remotely-piloted aerial 

vehicles] with swarming or other autonomous functions is 
plausible in the short term’:42

× The US is thought to have been investigating the pos-
sibility of drone swarms for over a decade.43 In 2018, 
the US Office of Naval Research awarded a contract 
of nearly USD 30 million to Raytheon, a major defence 
contractor, for the development of swarming UAVs as 
part of its LOCUST (Low-Cost UAV Swarming Technolo-
gy) programme.44 This followed the successful in-flight 
deployment in 2016 of a swarm of 103 Perdix mi-
cro-drones45 that ‘displayed collective decision making, 
adaptive formation flight, and self healing’.46 The US 
Defense Advanced Research Projects Agency (DARPA) 
has also been furthering its ‘Gremlins’ programme, 
which ‘seeks to show the feasibility of conducting safe, 
reliable operations involving multiple air-launched, 
air-recoverable unmanned systems’, which will have 
‘coordinated, distributed capabilities’.47 In 2017, DARPA 
announced that its Collaborative Operations in De-
nied Environment (CODE) project had demonstrated 
swarm abilities to ‘adapt and respond to unexpected 
threats’ and that their drones had ‘efficiently shared 
information, cooperatively planned and allocated mis-
sion objectives, made coordinated tactical decisions, 
and collaboratively reacted to a dynamic, high-threat 
environment with minimal communication’.48 The US 
Office of Naval Research CARACaS (Control Architecture 
for Robotic Agent Command and Sensing) project has 
also shown progress towards collective autonomy used 
for perimeter surveillance and protection. In 2016, a 
13-boat swarm with 1 human operator demonstrated 
the ability to ‘identify, surround and harass an enemy 
vessel with little human supervision’.49

× China, the leading manufacturer of small consumer 
drones, has had significant successes in swarming 
technologies. In 2017, it demonstrated the ability to 
launch the largest swarm to date – 1,108 individual 
drones, which appeared to operate with high levels 
of autonomy and reportedly have the ability to self-re-
pair.50 Though no official figures are publicly available, 
China is thought to be investing heavily in AI research 
and development, and the Chinese Academy of Sci-
ences is currently drafting the Artificial Intelligence 2.0 
Plan, which is expected to cover ‘big data, intelligent 
sensing, cognitive computing, machine learning and 
swarm intelligence’.51

× The European Union and a number of individual 
European states have also dedicated research to the 
potential of swarms. The EU’s efforts include the EuroS-
WARM project funded by the European Defence Agency, 
under which researchers aim to ‘test and demonstrate 
the efficient and effective operation of unmanned 
swarm systems’.52 The UK’s Defence Science and 
Technology Laboratory has for nearly a decade funded 
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research and development projects related to autono-
my, including swarming and autonomous navigation for 
unmanned systems.53 In February 2019, the UK’s De-
fence Secretary announced funding to ‘develop swarm 
squadrons of network enabled drones capable of con-
fusing and overwhelming enemy air defences’.54 France 
and Germany have awarded a €65 million contract to 
Dassault and Airbus for a two-year study to progress 
their Future Combat Air System (FCAS) programme, 
which envisages the development of a network of 
swarming UAVs as well as next-generation aircraft and 
other weapons.55 

× According to David Hambling, the Republic of Korea, 
Israel, Turkey and Russia are all also working on swarm-
ing capabilities.56

Swarming technology has thus far been demonstrated in 
limited ways in controlled spaces, and has not been tested 
in complex, challenging and rapidly shifting environments 
as could be expected in combat or other operational 
situations. Nevertheless, DARPA has begun research 
to allow for micro-drone swarm operations within urban 
environments and built-up areas.57 Plans exist for the use 
of swarms of explosive munitions in ‘contested environ-
ments’.58 The ‘swarm attacks’ with explosives-carrying 
drones by non-state armed groups that made headlines 
last year,59 however, did not involve ‘swarms’ as under-
stood in this paper, as the drones lacked the required 
inter-drone coordination, communication and self-organi-
zation.

ADVERSE EFFECTS AND RISKS

Swarms pose a host of questions and concerns, some of 
which are also discussed in relation to autonomous weap-
ons and armed drones. Key issues include the following:

× Like other autonomous systems, swarms raise ques-
tions about the quality and appropriate form of hu-
man control. Because there is no universal model for 
understanding what emergent behaviours will arise 
from simple rules,60 it is questionable whether a person 
in charge of a swarm is able to sufficiently predict 
its behaviour to make the required ethical and legal 
assessments and be responsible for it.61 In the context 
of an armed conflict, this lack of predictability poses a 
challenge to the protection of civilians against dangers 
arising from military operations.62 These concerns are 
accentuated if swarms are to be used in populated 
areas and inside buildings.

× Insofar as swarms partake in attacks (as defined under 
international humanitarian law), for example by de-
tecting, selecting or applying force to targets, their use 
raises pressing ethical, legal and other concerns.63 At 

an Informal Meeting of Experts on Lethal Autonomous 
Weapons Systems (LAWS) held in 2016, the view was 
expressed that swarms ‘would be inherently unpredict-
able’,64 and that this unpredictability could be ‘exacer-
bated in situations where multiple systems or swarms 
of systems interact’.65 In such situations, experts 
argued, ‘it would be unclear how meaningful human 
control could be maintained over the use of force’.66

× In addition, the prospect of a single human operator 
commanding an entire swarm consisting of potential-
ly large numbers of units67 raises concern about the 
‘cognitive load’ placed on individual operators.68 Urgent 
questions may arise about the health and human rights 
of military personnel and others tasked with the control 
of such systems.69

× As with other advanced weapons systems, there is a 
concern that swarms could be vulnerable to spoofing, 
manipulation, hijacking and other electronic warfare 
attacks. The risk of such interferences may be elevat-
ed for swarms, compared to other modern weapons 
systems, due to their high degree of autonomy.70

× Swarms could also aggravate existing challenges raised 
by the use of armed UAVs in present practice, notably in 
terms of harm caused to individuals and communities 
and the lack of transparency, oversight and account-
ability surrounding their use.71 Swarms (of drones or 
munitions) could increase the potential for misuse, un-
dermine legal protections under international human-
itarian and human rights law, promote controversial 
surveillance and mass data collection,72 further expand 
the use of armed force and erode the international rule 
of law.73

× Swarms may also pose challenges to international 
peace, security and stability. Analysts have warned 
that increasing autonomy and the accelerated pace of 
swarms could be ‘exceptionally dangerous and destabi-
lizing’, lead to ‘flash wars’74 and increase conflict insta-
bility. There is also a concern that swarms may induce 
a shift in the ‘offense-defense balance’ that drives a 
destabilizing and costly arms race75 and, by favouring 
the offensive, incentivizes pre-emptive first strikes that 
would place additional strain on the international rules 
for the maintenance of peace and security.76 Finally, 
commentators have warned that swarm technologies 
would proliferate quickly,77 and that swarms of armed 
micro-drones would also be accessible to non-state 
groups and individuals who could produce them with 
widely available technologies.78

× Swarms, respectively their units, may not fit neatly into 
existing regulatory categories. This creates legal uncer-
tainty and controversy79 and raises questions about 
the capacity of existing law, as applied in practice, to 
govern the development of swarms while upholding 
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the values that the law was made to protect. Hambling 
points out that some small UAVs are ‘designed as 
payload-carriers which could be fitted with a range of 
options on a mission-by-mission basis, while also being 
capable of being deployed to strike a target directly with 
a fixed explosive, making the distinction between UAVs 
and loitering munitions an arbitrary one’.80 In the con-
text of arms transfer controls, Matthew Bolton and Wim 
Zwijnenburg have raised questions about the legal cate-
gorization of small drones, asking whether the ‘Switch-
blade’ (often mentioned in relation to future swarms), 
which is described by the manufacturer as a ‘miniature 
flying lethal missile’ that ‘can be operated manually 
or autonomously’81 should  be considered a ‘combat 
aircraft’, a ‘missile’ or a ‘munition’ for the purposes of 
the UN Register of Conventional Arms and the 2013 
Arms Trade Treaty.82 Questions about legal categories 
also arise in the context of international law applicable 
to air and missile warfare,83 and considerable uncer-
tainty persists in this regard in the area of maritime law 
and naval warfare, creating controversy about the legal 
ramifications of their use.84

× Another concern relates to the promise of swarms 
to bring ‘mass’ back to the battlefield,85 with some 
analysts envisaging the deployment of ‘billions – yes, 
billions – of tiny, insect-like drones’.86 The prospect of 
‘saturating’ territory with high numbers of small explo-
sive devices, ‘mining the airspace’ and ‘flooding’ zones 
and buildings so that they are ‘seemingly, everywhere 
and nowhere at once’87 is alarmingly reminiscent of 
past practices that inspired legal prohibitions on area 
bombardment, cluster munitions and landmines due 
to their unacceptable humanitarian consequences.88 
Indeed, plans exist to develop ‘a cluster payload’, which 
can be launched from a guided multiple-launch rocket 
system and would ‘consist of multiple deployable smart 
quad-copters capable of delivering small explosively 
formed penetrators (EFP) to designated targets’.89 The 
2008 Convention on Cluster Munitions places some 
restrictions on such developments, but many swarms 
may not fall within its purview.90

× As a consequence of the renewed enthusiasm for 
‘mass’ and ‘saturation’, concern has arisen that 
swarms of explosive micro-drones could pose a 
post-conflict risk to civilians when they fail to explode 
as intended and become explosive remnants of war 
(ERW).91 This risk is exacerbated if swarms are used 
in densely populated areas and inside buildings.92 
Children could be at a particular risk of harm from 
micro-drones resembling toys,93  as has been the case 
with certain anti-personnel mines and cluster submuni-
tions. Insofar as swarm units fit the definition of ‘explo-
sive ordnance’, the 2003 Protocol V to the CCW and its 
Technical Annex set out responsibilities regarding the 
prevention, recording, clearance, removal and destruc-
tion of ERW and require precautionary measures for the 

protection of civilians. Maziar Homayounnejad points 
out that if swarm units can be likened to (remotely 
delivered) ‘mines’, the stricter standards (on recording 
for example) of the 1996 revised Protocol II to the CCW 
would apply.94

× Rather than being associated with cluster munitions, 
saturation bombardments and minefields, however, 
swarms are more commonly envisioned as enabling 
‘mass-precision attacks’,95 with proponents drawing 
inspiration from contemporary ‘targeted killings’ carried 
out with UAVs. This orientation raises concern about 
the normalization of what is, from a legal and ethical 
standpoint, a highly controversial practice.96 Similarly, 
scenarios of ‘slaughterbots’97 – small, expendable, ex-
plosive weapons deployed in swarms to attack individ-
ual people – elaborated by opponents of autonomous 
weapons, call into question the long-standing legal 
protection of combatants against exploding projectiles 
and assumptions about what constitutes superfluous 
injury or unnecessary suffering.98 Even commentators 
dismissing ‘slaughterbots’ as fanciful fail to acknowl-
edge the transgression of established norms implied in 
these and similar swarm scenarios.99

GOVERNANCE AND REGULATION

Although swarms are clearly on the list of technologies 
militaries see on the horizon,100 they have not, thus far, 
attracted focused attention in multilateral weapons control 
fora.101 The UN Secretary-General’s report on current de-
velopments in science and technology and their potential 
impact on international security and disarmament efforts 
mentions that ‘[g]roups of networked unmanned vehicles 
can act as swarms’102 but does not expand further.

Scharre considers that many of the issues swarms raise 
‘can be addressed through better technology, concepts 
of operation or training’.103 These include, for example, 
measures to ensure that a sufficient number of operators 
are available to command a swarm, as well as suitably 
designed interfaces, training to understand the behaviour 
and limits of swarm automation in real-world environ-
ments, as well as the modification of doctrine and organi-
zational structures.104

Other commentators see value in multilateral governance 
measures, including regulations on swarms. Homayounne-
jad outlines how a range of technical measures, including 
design stipulations to prevent civilian harm from ERW 
caused by swarms of explosive munitions or micro-drones, 
can be introduced either by applying CCW Protocol V, the 
Convention on Cluster Munitions and/or instruments on 
landmines directly to swarms, or by drawing on these 
treaties to elaborate swarm-specific standards and criteria 
in national or international instruments. Such standards 
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could limit the size of swarms.105 They could also aim 
to prevent explosive drones of toy-like appearance, set 
thresholds for reliability and detectability and specify 
required technical measures to reduce the risk of ERW and 
facilitate the location of ERW and their safe clearance. Ho-
mayounnejad concedes, however, that technical measures 
may run against the underpinning logic of creating huge 
numbers of explosive drones at a low cost.106

Efforts aimed at the control of armed drones and autono-
mous weapons also have a bearing on swarms.107 These 
are extensively discussed elsewhere and are only dealt 
with in a cursory manner here:

× In the framework of the CCW, a Group of Governmental 
Experts currently debates ‘possible options for ad-
dressing the humanitarian and international security 
challenges posed by emerging technologies in the area 
of lethal autonomous weapons systems’.108 At the core 
of the debate is the imperative to ensure human control 
and accountability in the use force.109 Options under 
consideration include the negotiation of a legally bind-
ing instrument stipulating prohibitions or regulations 
on ‘lethal autonomous weapons systems’; a political 
declaration outlining principles for the use of autono-
mous systems and promoting transparency; as well as 
various proposals to promote compliance with interna-
tional law through practical measures, best practice 
guides and information-sharing arrangements, includ-
ing the promotion and harmonization of legal weapons 
reviews.110

× There is also growing interest in the elaboration of 
multilateral standards on armed UAVs, which could 
have a bearing on swarms. The UN Institute for Dis-
armament Research has recommended the initiation 
of a transparent and inclusive multilateral process on 
this issue,111 and the EU has urged the promotion of ‘a 
UN-based legal framework which strictly stipulates that 
the use of armed drones has to respect international 
humanitarian and human rights law’.112 The US is re-
portedly leading a process to further develop a political 
declaration from 2016 for the export and subsequent 
use of ‘armed or strike-enabled UAVs’,113 and efforts 
are underway to ensure export control regimes and 
the Arms Trade Treaty adequately capture existing and 
future armed drones, including drone swarms.114

More generally, swarms bring to the fore urgent questions 
about appropriate spatial and temporal constraints on 
the use of force (and surveillance), expectations in terms 
of human control and responsibility in the use of (armed) 
force and our evolving understanding of what is justifiable 
by military necessity and what constitutes unnecessary 
suffering or an affront to human dignity. Whereas a dedi-

cated political process specifically to control swarms may 
not be expedient at this time, the many issues raised by 
swarms underscore the need to collectively address these 
underlying concerns in weapons control debates, and to 
do so in a manner that takes account of ongoing efforts 
aimed at developing swarms.

The scenarios presented by both proponents and oppo-
nents of swarms underscore the risk that long-standing 
normative constraints on the use of force could be erod-
ed. Only if states reaffirm, in deliberations and practice, 
the values enshrined in existing laws and actively seek 
to clarify the legal ramifications of new weapons tech-
nologies, can procedures aimed at ensuring compliance 
with the law, such as legal reviews of weapons, effectively 
contribute to the control of weapons and to disarmament. 
Without this, existing legal criteria will continue to ‘shift or 
soften’115 as new practices and technologies of violence 
take hold. Clear, shared standards can help counter norm 
erosion. Adopting regulations on autonomous weapons, 
defining limits on the use of armed drones and agreeing on 
standards to respond to the harms they cause would go a 
long way in addressing concerns raised by swarms.

Finally, from the perspective of disarmament, the debate 
about swarms highlights the need for a wider conversation 
on military applications of developments in science and 
technology. The portrayal of swarms parallels the promis-
sory discourse dominating discussions on other emerging 
weapons technologies. A more critical, reflexive engage-
ment with developments in science and technology of 
relevance to disarmament could help address patterns of 
harm from armed violence, rather than perpetuating them 
with novel technologies.116 Proposed changes to military 
paradigms ‘necessitated’ by visions of swarm warfare raise 
wider societal questions about how wars should be fought 
in the future and what role technologies should play in that 
regard. States should take the opportunity to share their 
views on these questions in their submissions to the UN 
Secretary-General’s updated report on recent develop-
ments in science and technology and their potential im-
pact on international security and disarmament efforts.117
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